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ABSTRACT: In information systems, data is collected, stored and processed, as well as information, knowledge and digital products are
protected. The best solution for these requirements is an ISP network monitoring system. ISP networks are distributed and heterogeneous,
which makes monitoring crucial for their health. For continuous monitoring, some monitoring systems use open-source software tools. It
contributes to the monitoring of systems, applications, services, networks, and infrastructure. We can use these tools to detect network or server
problems, share network services or devices among specific groups, generate alerts by simplifying the monitoring process, and save logs for
creating reports. Our paper discusses how an ISP can monitor its network using a system such as Nagios. This open-source system provides
real-time monitoring and alerts network administrators to anomalies as soon as they occur. We will also present the advantages that Nagios
offers to an Internet Service Provider (ISP) for monitoring network equipment and services. We focus on using Nagios as a tool for automatic
detection of anomalies occurring in the network topology as well as notification to the Network Monitoring Center (NMC) via email or web
interface access.
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I. INTRODUCTION

In recent years’ communication technologies have undergone a major revolution in the way they function and organize. The emergence of
new technologies but also new manufacturers in the field of telecommunications equipment have led to the creation of a heterogeneous network.
Given that each manufacturer creates its own protocols and its own way of managing equipment brings increased difficulty in managing and
monitoring them in a heterogeneous and distributed network of an ISP. An ISP cannot have equipment from only one manufacturer for two reasons,
the first should not become dependent on only one manufacturer and the second should adapt to the latest developments bringing new network
technologies at a higher cost decreases to be competitive in the market. The network administrator of an ISP must find monitoring systems to suit
the heterogeneity of the network at an appropriate cost to the company. One of the monitoring systems which is also open-source that best suits the
topology of a heterogeneous network is Nagios. The monitoring system will be used to detect network connection failures, interface problems
according to predefined policies, changes in configuration or congestion of lakes capacity due to increased traffic [14]. All monitoring systems to
ensure continuous and real-time monitoring of servers, network equipment, services, etc. use the SNMP protocol. Efficient and fast monitoring is
one of the basic requirements for any ISP network management system [15]. Most companies try to use open source software such as Nagios,
Zabbix, Cacti etc. Nagios is one of the most popular tools used in ISP network monitoring. It provides continuous and real-time monitoring by
notifying the monitoring center by generating alerts or sending e-mails on the problem that occurred in the network. Nagios has found wide use in
many different fields such as monitoring a surveillance system or monitoring a computer network of an office or a company. In this paper we will
focus on using Nagios as a tool for monitoring an ISP network. The main purpose is to detect anomalies in the network topology as soon as possible
as well as notification through alerts displayed on the web interface or e-mail to notify the administrator to take the necessary measures to restore
the service from the problem caused. Also in this paper we will see the benefits of the proposed system in relation to other monitoring systems but
also the opportunities that Nagios offers us in facilitating this process during network monitoring in an ISP. The rest of the study is structured as
follows: Section II presents the related work in the field of monitoring, which presents different ways and tools for the monitoring process. Section
III presents a comparison between ten different tools used to monitor specific elements for each of them. Section IV presents the general
architecture of how Nagios conducts the monitoring process. Section V presents the architecture of the ISP monitoring model. Section VI presents
some data on how to work with Nagios for a more efficient and organized monitoring. In section VII we will present a discussion on the monitoring
process in the ISP based mainly on Nagios. And in section VIII we will summarize the conclusions.
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II. RELATED WORK

Network monitoring in an ISP is one of the most important elements to have a secure and healthy network. Monitoring allows us to be informed
in real time of any changes that occur in the network. Every ISP attaches great importance to monitoring systems to be informed at all times about
the state of the devices that make up the network. In this section we will present some of the efforts on usable monitoring systems.

J. Renita and N. Edna Elizabeth [1] present a monitoring system in order to inform the network administrator of any anomalies occurring in
the network topology. In this paper Nagios is used as a platform for network monitoring. The importance in this monitoring is given to the
monitoring of servers in relation to CPU status, Memory usage etc. where their status is constantly checked and in case of any anomaly the network
administrator is notified via e-mail. The software is configured in such a way that network monitoring is done every 10 s and Nagios after 5 attempts
in case the device does not respond generates an alarm and notifies the administrator by e-mail about the anomaly.

Miguel Silva et al [2] presents a P2P Overlay system for detecting anomalies in a network to facilitate the work of the network administrator
of an ISP to monitor the infrastructure and equipment connected to the network. This monitoring system through the realization of P2P connections
generates traffic graphs allowing the administrator to detect the lack of
traffic, cases when there is traffic congestion depending on the defined parameters or other purposes related to the network. The process of
communication between units is realized through the TCP / UDP protocol on which control packets, data transfer packets and all data on other
network processes are exchanged.

Jianwu Zhang [3] presents an Internet Protocol (IP) based testing system based on SNMP. This monitoring system is able to monitor the status
of the interface, the name of the interface, is also designed to monitor the CPU utilization of devices, memory in order to monitor network
performance.

Watanakeesuntorn Wassapon [4] which for monitoring represents Opimon which monitors and visualizes SDF based on OpenFlow. This tool
provides real-time monitoring of network topology as well as switching tables. In the OpenFlow network is separated into two parts namely:
control plane and data plane. The data plan is responsible for sending packets from source to destination while the control plan has the task of
controlling each switch in the network.

MingLi Wu [5] introduces a Hadoop network monitoring platform which integrates Ganglia and Nagios taking advantage of each platform.
This platform is able to monitor various components in the network topology as well as device data to detect anomalies with the help of the network
administrator. This system is also complete with a visualizing interface to make it easier to find where the network anomaly has occurred.

Marios Iliofotou et al [6] propose the use of Traffic Dispersion Graphs (TDGs) as a way to monitor, analyze and visualize network traffic. In
a network, TDG nodes correspond to a unique IP address and the graph is constructed by capturing packets exchanged between sending and
destination nodes. So this system by monitoring the gate traffic manages to understand through the behavior of this traffic anomalies that may
occur in the network based on the policies set by the ISP. In this way, when there is an anomaly, it is noticed by the network administrator who
makes decisions based on the analysis of the situation.

Andreea Cirneci et al [7] introduce a system called Netpy which to evaluate the performance of a network is based on monitoring the traffic
generated in the network. NetFlow records are used to visualize traffic, which is analyzed by the network administrator to understand the anomalies
and to take the necessary actions in each case. This tool consists of four modules: Storage Module, Intrusion Detection Module, Analysis Engine
and User Interface. Netpy is mainly focused on performance and response time.

AN OVERVIEW OF NAGIOS AND OTHER MONITORING SYSTEMS.

An ISP with a wide and heterogeneous network where the main goal is to provide a continuous and quality service, an important role is given
to the monitoring system. The monitoring system enables the monitoring of any device that has access to the network to detect possible anomalies
and notify the network administrator of what has happened. An ISP which offers multiple services as well as on the network may have equipment
from different vendors, such as cisco, juniper, alcatel, etc., the network administrator must carefully evaluate each element to decide which
monitoring system is most appropriate. Some of the elements that should be considered are, a user friendly monitoring system, to notify by e-mail,
SMS or any form of notification in cases where an anomaly is detected in the network, possibly be open-source, to adapt to a heterogeneous network
and simple to implement. Below in Table 1. we present ten monitoring systems based on [8], [9], comparing some of the most important
parameters of a monitoring system.

TABLE I. TEN MOST POPULAR MONITORING TOOLs.

Tools L Report Target business
License Support User Notifications OS Support Mon{t.ormg l\fetwork s size
‘PP Interface PP Abilities Discovery
system
Nagios open- Active Advance email and SM . . SNMP, auto-discover From SMB to
source support . Web S Linux/Unix ICMP devices Yes large ‘
community interface corporations
Solarwinds No open- Active Excelent email and SM | Windows, Mac SNMP, auto-discover Yes Small and
source support GUI S 0S8, and linux ICMP devices medium
community
PRTG No open- Active Advance emailand SM | Windows SNMP, auto-discover Yes From SMB to
source support web S ICMP devices large enterprises
community interface
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ManageEn No open- Active Good emailand SM | Windows and | SNMP, auto-discover Yes from SMB to
gine source support interface S Linux ICMP devices large enterprises
OpManager community
WhatsUp No open- Active Advance email and SM | Windows SNMP, auto-discover Yes Small, medium
Gold source support web S ICMP devices and large
community interface
Zabbix Open Active Advance email and SM Windows, SNMPand | auto-discover Yes enterprises
source support web S Mac,Linux, IPMP devices
community interface Unix
Incinga No open- community Icinga Web | emailand SM | Linux/Unix and | SNMP, auto-discover Yes SMB and
source forum S Windows ICMP devices enterprise
networks.
Datadog No open- Active Good Notification Windows, Mac SNMP auto-discover Yes startups and
source support interface OS, Linux events small
community businesses
Cacti open- community Good email Linux/Unix and SNMP auto-discover Yes From SMB to
source forum interface Windows devices large
corporations
Logic No open- Active Good Notification Windows, SNMP auto-discover Yes Small, medium
Monitor source support interface Linux/Unix devices and large
community

IV. NAGIOS ARCHITECTURE

Network monitoring describes a system that continuously and real-time monitors every element of an ISP's network and notifies the network
administrator through its notification methods. Notifications are generated in different forms and depending on the configurations that have been
made in advance based on the options offered by the monitoring system. Network monitoring is implemented in order to notify the network
administrator to indicate problems caused by overloaded systems, broken servers, lost network connections, virus or malware infections, and power
outages, among others [10]. Below we present an architecture on how the Nagios monitoring system works shown in Fig. 1.

Nagios periodically runs
plugins residing on the server

Web Interface

_ﬂg

SMS and Email

Nagios Server

Hosts/Servers

Fig. 1. Nagios operating architecture

As you can see, this architecture [11] consists of the server on which Nagios is installed, the hosts and services to be monitored (servers, routers,
switches, etc.), the web interface as well as the notification elements. Nagios, is a free and open-source computer-software application that monitors
systems, networks and infrastructure. Nagios offers monitoring and alerting services for servers, switches, applications and services. It alerts users
when things go wrong and alerts them a second time when the problem has been resolved.

Nagios in the monitoring process is closely related to Simple Network Management Protocol (SNMP) which is a standard protocol used to
communicate management information between network management stations (NMS) and agents (ex. Routers, switches, network devices) in the
network elements. By conforming to this protocol, equipment assemblies that are produced by different manufacturers can be managed by a single
program. SNMP protocol is widely used via Internet protocol (IP) and operates over UDP well- known ports of 161 and 162. SNMP was originally
defined in RFC1098 and is now obsolete and updated by RFC1157. Fig.
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2. show basic SNMP communication diagram. This figure shows the basic operation of simple network management protocol (SNMP).

Quc'l('/ Equipment #1
Network

Management Sntox /\‘ \v
(NMS)

= Datacom \

/;W

NN

— Agent Receives ,—-—'—""
and Processes SNMP Equipment #3
Queries and Events

Fig. 2 Simple Network Management Protocol - SNMP Diagram

Equipment #2

Agent management information base (MIB), Queries and Events. SNMP helps us to manage the network by: Enables the Read / Write option
Gathers information about how much bandwidth is being consumed in a given interface. Monitors CPU usage, memory and generates alerts if a
preset threshold is passed. Monitors the status of certain protocols (e.g. status of BGP, OSPF, IGMP) Sends SMS or e-mail if a device is down etc.
There are two main components of SNMP that interact with Nagios to enable monitoring of network equipment and they are: OID (Object Identifier)
MIB (Management Information Base) SNMP works by querying "Objects". An object is something from which we can obtain information about
anetwork device. For example, an object could be the status of the interface. If we query the status of the gateway we will get a variable in response
- the interface is UP or Down. SNMP identifies object via OID. MIB is like a "translator" which helps the Management Station understand the
SNMP responses coming from the network device. Each SNMP agent maintains a database describing the device management parameters. SNMP
manager uses this database to request specific information from the agent and then translates this information according to the requirements of the
Network Management System (NMS). This shared database which is shared between Agent and Manager is called Management Information Base
(MIB). MIB files are a set of questions that an SNMP Manager can ask an Agent. File MIB is a group of OIDs that provide information about an
Interface, System, Protocol. Etc. Each measure, service or information measurable and included in the SNMP database has a corresponding OID, a
concrete example is shown in Fig. 3.
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Fig. 3 Example of OID definition in Nagios

V. GENERAL MONITORING ARCHITECTURE IN ISP.

Given the ever-increasing amount of information generated by network equipment but also by those of the IoT, they increasingly require a more
flexible monitoring system. A monitoring system in an ISP monitors the entire network topology to detect any potential problems by ensuring that
all equipment and services are functional [13]. In an ISP with an extensive network topology and a heterogeneous network, the following model
show in Fig. 4 is proposed to be implemented to provide real-time monitoring.
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Network Monitoring Center
Fig. 4 General monitoring architecture at the ISP

Nagios is an open-source monitoring system, created specifically for monitoring the status of network equipment and services. He constantly
checks the condition of services and equipment and at the moment when Nagios checks in case any device or service does not respond then he
sends notification for anomalies with that device or service. Network Monitoring Center (NMC) conducts continuous network monitoring 24/7.
Every NMC member is trained to interpret any alarm generated by Nagios. The NMC Team at the moment that in Nagios through the web interface
a new anomaly appears, analyzes the situation and depending on the policies well defined by the ISP will notify the responsible departments to take
the necessary measures to restore normalcy. The network administrator cannot do the network monitoring in an ISP for this purpose NMC Team
has been created to cover the monitoring part 24/7. The network administrator is notified only in cases when the problem caused needs the
intervention of the administrator to return to service in other cases other departments that take care of the complete maintenance of the network are
notified, such as the maintainers for the physical part of the network, for problems energy etc. Given that most of the equipment is geographically
distributed in the field and not directly supervised by natural persons, the management part becomes even more difficult. The network topology in
ISP is divided into three levels: core layer, distribution layer and access layer. Each node in the network is important for this purpose at each Point
of Presence (POP) continuous energy monitoring is done. It therefore helps Nagios to monitor and take precautions before the problem is caused.
For this purpose, Nagios constantly monitors and in cases when the power is disconnected and POP switches to battery mode, an alarm is displayed
on the interface or an e-mail is sent on this issue to take measures to prevent the outage of this node. Different services can also be defined in Nagios
for each device that is part of the network topology. The types of services supported by Nagios include but are not limited to ICMP, PING, SNMP,
HTTP, SMTP, NNTP, SSH etc.

VI. ORGANIZATION OF MONITORING IN ISP USING NAGIOS

As mentioned above Nagios is used in many areas of monitoring technology but we will focus on its use in network monitoring in a specific
ISP. As it is known, network monitoring in ISP is one of the basic elements for providing a continuous service, this demonstrates the importance
that Nagios has in the monitoring part. Nagios Core Version 4.4.6 is implemented on this Linux operating system in this ISP. An overview of it is
shown below in Figs. 5.

Nagios Nagios &
G Core”
...‘ + Daemon running with PID 3350607

Current Seaten

Naglos® Core™
Version 4.4.6

Protlens Laey Corbauration
_ evarces Nepertng

Downdoad
—

Get Started

Latest News Don't Miss...
« Hagos Up « Monkockeg Log Data with Haglos - g 0 handle ol g data i

Fig. 5 Nagios Home Interface
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In its Home interface we have an overview where you can see details on the installed version but also gives you the opportunity to access
documents, tutorials that help to understand and help while working with it, offers the part of the Lab but also support. In an ISP with distributed
but also heterogeneous network topology, the network administrator cannot do single monitoring at any time. Therefore, the Network Monitoring
Team is responsible for the monitoring part, which monitors 24/7. Having such monitoring in the notification part in cases when an anomaly is
detected, it is important to appear on the web interface where an alarm can be activated for any anomaly that occurs with network equipment or
other services. Nagios also offers e-mail notification but in a network where services and equipment are numerous it is a waste of time for the
monitoring staff to analyze the e-mails. In the web interface are displayed in real time every event that happens in the network, and after noticing
such a thing is the Monitoring Team based on the escalation policies to notify the Network Administrator or other departments of the cases
displayed. Below we present the main monitoring interface where the hosts are displayed in their respective state as shown in Fig. 6.

st i ek S g8, Sistss vy
ﬂaglos ek : Saiows
e 85| e

G

St Tols

Ho:
Dxarseae
Camel sivns

Tores Drse Host Status Details For A¥ Host Groups.

Asyou can see, the most important state of the hosts is the Down state when a certain host is out of work and the Up state that indicates that this
host is functional. In the status of services, we see that there are some conditions that a service may have. Caution should be exercised in both the
Warning and critical cases. The warning case shows a lower degree of risk, e.g. Mem Load has gone up to 50% of the capacity of a core router, in
which case no immediate action should be taken but its performance should be kept under control and in case increases and crosses the threshold of
70% passes to critical then it should be looked at carefully as an increase in Memory consumption may cause this device to malfunction. Another
convenience that Nagios offers is the division into Host Group. Show in Fig. 7.

Nagios’

Fig. 7 Host Group

Being a Heterogeneous network configuring each host or service on its own takes time and has no efficiency. Thus, in order to define common
policies for a certain group, the division is made into host groups according to the technology, the manufacturer and the importance they have in the
hierarchy of the network topology. This way when a new host or service is added there is no need to make the configurations from scratch but it is
added to the respective group by taking the previous configurations that have been made for that group. Another important point for an ISP is to
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generate reports on the availability of a particular host or service. Nagios is a very good tool in this regard because it offers the opportunity to
generate reports in different periods and with a certain duration. After selecting the specified host or service, selects the time period for which the
Nagios report should generate a detailed report with the time and period in which it was Up and Down by calculating availability as shown in Fig.
8.

Host swiYLLisp.net

Nagios'
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Naglos to genérate reports

What we mentioned above make Nagios a very important tool a part of monitoring for the detection of anomalies in the network topology. Also
Nagios not only for the monitoring part but also offers many other advantages for the purposes of an ISP.

VI. DISCUSION

In an ISP with a wide and heterogeneous network there is always room for discussion about the monitoring process. Discussions relate to having
a paid monitoring system or relying on open-source software. A monitoring system should be flexible and easy to use and implement. Nagios is
an open-source monitoring system that best suits the monitoring requirements of an ISP. Nagios is a tool that is adapted to monitor any type of
equipment produced by different manufacturers that make up the network topology. The types of services supported by Nagios include ICMP,
PING, SNMP, HTTP etc. Nagios tests and obtains information in a continuous way on each device, certain interface or a certain service, thus
detecting in a real way any anomaly that occurs in the network topology. At the moment of detecting an anomaly it appears and is updated in the
web interface automatically to be seen by the Monitoring Team. In addition to the display in the web interface, any anomaly can be accompanied
by an alert, sending an e-mail or SMS depending on the way chosen by the administrator to perform the monitoring. From the architecture presented,
monitoring in an ISP, as we mentioned above, network monitoring cannot be monitored by the administrator but by the Monitoring Center that
performs monitoring 24/7. Nagios monitors and notifies in cases when bandwidth utilization, memory consumption or CPU utilization is achieved,
but for the visualization of this data as well as to see the progress in the form of graphs, a very good tool is Cacti. Cacti is open- source and one of
the best network graphing tools which uses RRDTool's data storage for this purpose. Nagios but also Cacti are used to generate various reports
regarding services or the history of various network devices. In the case presented Nagios is the best monitor used in monitoring ISP network.

VII. CONCLUSION

In an ISP where the network is wide and where many events occur at any time the network administrator cannot do network monitoring alone.
So in this paper we have introduced a monitoring system implemented in an ISP where continuous monitoring is performed by the Monitoring
Center 24/7 using Nagios. In this way the administrator will be notified by the monitoring center only in cases when his intervention is required
for anomalies displayed in the network topology. Nagios as a tool used in monitoring has several advantages, it is open-source software, performs
monitoring of various network devices regardless of their manufacturer, supports various technologies and displays in real time the detected
anomalies. Nagios to determine the status of a device, interface or service performs continuous query via SNMP or PING. Nagios offers a web
interface for monitoring but there are also other ways of notification such as e-mail or SMS. In an ISP where we are focused on the way of monitoring,
the important thing is the display of anomalies detected in the web interface, it also offers the possibility of activating sound alarms when a new
event appears.Facilitates the monitoring process by allowing you to sort by the time that each anomaly occurred in the network. Such a monitoring
system facilitates the work of the network administrator, thus performing the other tasks in charge. Reduces the time to return to normal for any
anomalies that occur as the monitoring center knows exactly according to predefined policies who should be notified of any problems that occur.
Since Nagios monitors a variety of services including: memory utilization of each device, CPU utilization, monitors protocols such as BGP, OSPF,
IGMP etc. It is also sensitive to the use of bandwidth based on preset restrictions, latency and link failure. Organizing Host Groups facilitates the
monitoring process but also the addition of new monitoring equipment that has the same purpose as the pre- equipment of a certain group. Nagios
is not just a monitoring tool but has the ability to adapt to the conditions of the organization. In the future Nagios will significantly influence the
monitoring process in ISP by reducing the cost of this process but also the time in the recovery of anomalies by providing Quality of Services
(QoS) of the network by implementing and using as efficiently as possible the advantages that it offers.
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