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ABSTRACT: Continuous integration and delivery transformed mainstream software engineering, yet embedded development for Internet of 

Things devices and vehicle systems remains only partially served by it, because the property that matters most, correct behavior of software on 

real hardware interacting with real signals, is exactly the property that conventional build-and-unit-test pipelines never exercise. Hardware-in-

the-loop validation closes that gap in principle, but in most organizations, it lives outside the delivery pipeline, operated manually, scheduled 

informally, and consulted late, so integration defects that only hardware reveals are discovered at the cost and latency that continuous practices 

exist to eliminate. This paper proposes a framework that makes hardware-in-the-loop validation a first-class, automated stage of a CI/CD 

pipeline, specified concretely for C#-based orchestration within Azure DevOps and targeted at embedded software for IoT and vehicle systems. 

The framework defines a four-ring test architecture, static and unit rings on build agents, software-in-the-loop rings against simulation, and 

hardware-in-the-loop rings against instrumented device farms, with ring promotion governed by explicit gates; an orchestration layer, 

implemented as C# services, that manages rig inventory, device provisioning and flashing, test scheduling with priority and quarantine policies, 

signal-level stimulus and measurement, and artifact capture; and pipeline integration expressed as pipelines-as-code with environment checks, 

approval gates, and traceable promotion from commit to release candidate. The framework treats the known pathologies of continuous 

embedded testing, scarce rigs, long test times, flaky hardware, and version skew between software, firmware, and rig configuration, as design 

inputs with named mechanisms. An evaluation plan measures defect-detection shift, pipeline latency, rig utilization, and flakiness containment. 

Applications, limitations, and adoption pathways are analyzed. 

 

KEYWORDS: Hardware-in-the-loop (HIL), CI/CD pipelines, Embedded systems validation, IoT firmware testing, Automotive software, 

Azure DevOps, C# orchestration, Cyber-physical systems testing 

 

1. INTRODUCTION 

The case for continuous practices is settled in general software engineering. Continuous integration reduces integration risk by building and testing 

every change (Duvall et al., 2007; Hilton et al., 2016), continuous delivery extends the discipline through automated promotion to releasable states 

(Humble & Farley, 2010; Chen, 2015), the research literature has mapped the practices, their variants, and their measured effects (Ståhl & Bosch, 

2014; Shahin et al., 2017; Fitzgerald & Stol, 2017), and organizational studies associate delivery performance with these capabilities at scale 

(Forsgren et al., 2018), within the broader DevOps movement that fuses development and operations responsibilities (Bass et al., 2015; Ebert et 

al., 2016). Practice-facing studies of pipeline strategy, tool selection, and version control governance in packaged-platform ecosystems show the 

same automation ladder being rebuilt wherever delivery is industrialized, with environment promotion, branch policy, and reviewed change history 

recurring as the decisive variables rather than the particular vendor (Badmus, Dosunmu, & Ozowara, 2018; Badmus, Dosunmu, Ozowara, & 

Anunagba, 2020; Badmus, Jooda, Ozowara, & Anunagba, 2022). 

Embedded software strains this template at its foundation. Vehicle and IoT software is cyber-physical: its correctness is defined against sensors, 

actuators, buses, and timing, properties of the composed hardware-software system rather than of code in isolation (Lee, 2008; Broy, 2006; 

Pretschner et al., 2007), the same coupling that makes substation, grid, and industrial control estates behave as composed physical systems rather 

than as software that happens to run on equipment (Shittu, Olagunju, et al., 2024; Ojukwu, Oyesiji, & Nwakamma, 2023). The automotive field 

answered decades ago with hardware-in-the-loop simulation, executing the real controller against simulated plant and signal environments with 
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production interfaces, first for engine control (Isermann et al., 1999) and then as a standard development instrument whose history and breadth the 

survey literature records (Mihalič et al., 2022; Fathy et al., 2006), complemented by model-based testing that generates and assesses tests from 

behavioral models (Bringmann & Krämer, 2008; Utting et al., 2012). Safety standardization institutionalizes the expectation that such verification 

is systematic and traceable (International Organization for Standardization, 2018). 

The two traditions meet awkwardly in practice. Studies of continuous integration in software-intensive embedded organizations report the recurring 

impediments directly: test environments that are scarce and contended, hardware-dependent tests too slow for every commit, flakiness rooted in 

physical variability, and complex version coupling among application software, firmware, and test harness (Mårtensson et al., 2016; Shahin et al., 

2017). The result in many organizations is a bifurcated process, fast pipelines that never touch hardware and hardware validation that never joins 

the pipeline, reproducing exactly the late-integration failure mode that continuous practice was designed to remove (Duvall et al., 2007; Humble 

& Farley, 2010). Meanwhile the delivery stakes rise: connected devices and vehicles ship software continuously into the field, over-the-air update 

capability makes release cadence a product property, and update integrity is itself a studied engineering problem (Halder et al., 2020; Al-Fuqaha 

et al., 2015; Atzori et al., 2010), against fleets whose energy, connectivity, and reliability budgets make defective updates expensive to remediate 

once distributed (Asiedu & Quainoo, 2024; Jimoh et al., 2023). 

This paper proposes a framework that integrates hardware-in-the-loop validation into the delivery pipeline as an engineered, automated stage rather 

than an adjacent manual practice, specified for a concrete and widely deployed toolchain: C# as the orchestration implementation language and 

Azure DevOps as the pipeline platform. The contribution is architectural: a ring model that spends scarce hardware only where cheaper rings 

cannot answer, an orchestration layer that turns rigs into schedulable, observable infrastructure, pipeline integration that makes hardware results 

first-class quality signals with gates and traceability, and explicit mechanisms for the flakiness, capacity, and version-skew pathologies the 

empirical literature documents. Section 2 reviews background; Section 3 states requirements and principles; Sections 4 through 8 specify the 

framework; Section 9 sets out the evaluation plan; Sections 10 through 11 treat applications and limitations; Section 12 concludes. 

 

2. BACKGROUND AND RELATED WORK 

The continuous practices literature supplies the process substrate and its evidence. Foundational treatments define the practices and their 

automation ladder (Duvall et al., 2007; Humble & Farley, 2010), empirical work characterizes adoption patterns, costs, and benefits in open source 

and industry (Hilton et al., 2016; Ståhl & Bosch, 2014), systematic reviews organize the approaches, tools, and reported challenges (Shahin et al., 

2017), and the continuous software engineering agenda situates integration and delivery within a larger continuum of continuous activities 

(Fitzgerald & Stol, 2017). Performance research links these capabilities to organizational outcomes (Forsgren et al., 2018), and the DevOps 

literature frames the operational side, environments, deployment, and monitoring as shared engineering concerns (Bass et al., 2015; Ebert et al., 

2016). Within this substrate, two testing-at-scale findings shape the framework directly: flaky tests are endemic and must be managed as a category 

with detection and quarantine machinery rather than wished away (Luo et al., 2014; Memon et al., 2017), and regression test selection and 

prioritization are the levers by which slow suites coexist with fast pipelines (Yoo & Harman, 2012). The same substrate has absorbed machine-

assisted testing, where learning-based techniques are applied to case generation, defect prediction, and automated regression control as extensions 

of the selection apparatus rather than replacements for it (Borah et al., 2022; Mbonu, Aliliele, et al., 2021), and where secure software engineering 

research attaches automated threat detection to the same pipelines (Odejobi et al., 2025). A parallel line in security engineering has converged 

independently on continuous validation, asserting control effectiveness through scheduled automated exercise against the live estate rather than 

through periodic assessment, which is structurally the argument this framework makes for hardware validation (Dosunmu & Ogundele, 2024a, 

2024b). 

The embedded verification literature supplies the validation substrate. Automotive software engineering roadmaps establish the domain’s scale, 

heterogeneity, and safety coupling (Broy, 2006; Pretschner et al., 2007), and hardware-in-the-loop simulation is its characteristic instrument: real 

controllers exercised against real-time plant models through production electrical interfaces, with fidelity and coverage trade-offs studied across 

decades of application (Isermann et al., 1999; Fathy et al., 2006; Mihalič et al., 2022). Model-based testing contributes systematic stimulus 

generation and assessment from behavioral models (Bringmann & Krämer, 2008; Utting et al., 2012), general testing theory contributes the oracle 

problem and adequacy measurement that bound what any suite certifies (Barr et al., 2015; Ammann & Offutt, 2016; Jia & Harman, 2011), and 

fault injection contributes the dependability-assessment techniques that hardware rings are uniquely positioned to host (Hsueh et al., 1997; Natella 

et al., 2016). Simulation environments extend the pre-hardware rings, with high-fidelity simulators demonstrating what software-in-the-loop can 

absorb before hardware is spent (Dosovitskiy et al., 2017), and digital twin research generalizes the plant-model asset into a maintained engineering 

artifact (Tao et al., 2019), a generalization now demonstrated across substations, renewable assets, and process equipment where the twin is 

operated continuously against live telemetry rather than built once for design (Shittu, Shittu, et al., 2023; Shittu & Shittu, 2024; Olodo et al., 2025; 

Komi & Adeniji, 2023). On the pipeline side of this literature, infrastructure-as-code research supplies the practice by which environments, 

including test environments, become versioned, reviewable artifacts (Rahman et al., 2019), with governance and audit-trail models showing what 

disciplined configuration change control requires in regulated settings (Mbonu, Iwuanyanwu, et al., 2020; Oshoba, Hammed, & Odejobi, 2020), 

and the embedded-CI empirical strand names the integration problems this framework treats as requirements (Mårtensson et al., 2016). Service 

management research contributes the complementary vocabulary for treating a shared, contended estate as a service with owners, catalogues, 

request queues, and measured delivery rather than as equipment (Ladapo, Jooda, et al., 2023; Ladapo, Dosunmu, et al., 2023; Oteri & Edivri, 

2026). The gap the framework addresses is the specified join: the literatures are mature separately, while the engineering of hardware-in-the-loop 

as a pipeline stage, scheduled, gated, observable, and versioned like any other, remains under-specified. 

 

3. REQUIREMENTS AND DESIGN PRINCIPLES 

Six requirements, drawn from the documented impediments, govern the design. Hardware economy: rig time is the scarce resource, so the 

architecture must answer every question at the cheapest ring capable of answering it and promote to hardware only what hardware alone can 
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decide, the same allocation logic that capacity planning and resource placement research applies to any constrained shared estate (Mårtensson et 

al., 2016; Yoo & Harman, 2012; Edivri & Oteri, 2022; Ahmed & Odejobi, 2018). Bounded latency with unbounded assurance: every commit 

receives fast feedback from early rings, while deeper rings run on selective and scheduled triggers, so pipeline latency and validation depth are 

decoupled by design rather than traded ad hoc (Duvall et al., 2007; Memon et al., 2017). Flakiness containment: hardware variability is a fact, so 

the framework distinguishes product failures from environment failures structurally, with retry, quarantine, and rig-health machinery whose 

decisions are logged and auditable (Luo et al., 2014). Version coherence: a test verdict is meaningful only against a recorded tuple of application 

build, firmware, plant model, rig configuration, and test suite versions, so the framework versions all five and stamps every result with the tuple, 

extending to physical configuration the reviewed-change discipline that version control governance and configuration audit trails already impose 

on software (Rahman et al., 2019; Humble & Farley, 2010; Badmus, Jooda, et al., 2022; Oshoba, Hammed, & Odejobi, 2020). Traceability: results, 

artifacts, and promotion decisions must be traceable from requirement to release in the manner safety processes expect, with the classification and 

regulatory-traceability mechanisms enterprise data governance has formalized supplying a usable model for evidence linkage (International 

Organization for Standardization, 2018; Pretschner et al., 2007; Aliliele et al., 2024). And platform realism: the framework is specified against a 

concrete toolchain, C# orchestration services and Azure DevOps pipelines, environments, and gates, because integration engineering lives in 

specifics, as comparative studies of delivery tooling in enterprise contexts consistently show (Badmus, Dosunmu, Ozowara, & Anunagba, 2020), 

while the architecture remains portable in its concepts. 

 

4. FRAMEWORK OVERVIEW 

The framework composes three planes. The test plane is the four-ring architecture of Section 5, a severity-ordered sequence from static analysis 

to hardware-in-the-loop, each ring with declared entry criteria, verdict semantics, and cost class. The orchestration plane, Section 6, is a set of C# 

services that own the physical estate: rig and device inventory, provisioning and flashing, scheduling, signal-level execution, and artifact capture, 

exposing the estate to pipelines as a capacity-managed test service rather than a collection of bench setups, in the sense service assurance research 

gives to a service with declared capacity, reliability targets, and consumers (Oteri & Edivri, 2026; Ladapo, Jooda, et al., 2023). The delivery plane, 

Section 7, is the Azure DevOps integration: pipelines-as-code that invoke rings as stages, environment and approval gates that consume ring 

verdicts, and artifact and traceability flows that carry the version tuple from commit to release candidate. Cutting across all three, the quality-signal 

model of Section 8 defines what a verdict is, how flake adjudication modifies it, and how release governance consumes it. The framework’s unit 

of delivery is the validated candidate: a build whose recorded tuple has passed the rings its change class requires, with evidence attached. 

 

5. THE FOUR-RING TEST ARCHITECTURE 

Ring zero is static: compilation for all targets, static analysis, and interface contract checks, executed on hosted agents for every commit, the 

conventional base of continuous integration (Duvall et al., 2007). Ring one is unit and component: hardware-independent logic exercised with the 

platform’s test frameworks, with hardware access abstracted behind interfaces so that the ring runs anywhere, and with mutation-informed 

adequacy tracking so suite strength is measured rather than presumed (Ammann & Offutt, 2016; Jia & Harman, 2011), supported where useful by 

the automated regression control techniques that keep fast suites current as the codebase moves (Mbonu, Aliliele, et al., 2021). Ring two is software-

in-the-loop: the application, and where toolchains permit the target binary under instruction-set simulation, executed against versioned plant models 

and simulated signal environments, absorbing the behavioral and integration questions that need dynamics but not electrons, the layer high-fidelity 

simulation has shown can carry substantial validation load (Dosovitskiy et al., 2017; Tao et al., 2019; Utting et al., 2012), and the layer at which 

network-scale reliability questions for large device populations are answerable by simulation rather than by deployment (Asiedu & Quainoo, 

2023b), with the plant models themselves maintained as tiered digital twins whose fidelity is matched to the question asked (Komi & Adeniji, 

2023; Shittu, Shittu, et al., 2023; Olodo et al., 2025). Ring three is hardware-in-the-loop: production or production-representative devices on 

instrumented rigs, real buses and electrical interfaces, real-time plant models, and physical or emulated peripherals, hosting the test classes that 

justify its cost, timing and latency verification, bus-level integration, power and brown-out behavior, sensor and actuator path validation, and fault 

injection at the physical boundary (Isermann et al., 1999; Mihalič et al., 2022; Hsueh et al., 1997; Natella et al., 2016). Power-path behavior 

deserves particular emphasis for energy-constrained IoT classes, where intermittent supply makes correctness across power interruption a first-

order product property rather than an edge case (Asiedu & Quainoo, 2025; Asiedu, Quainoo, & Asiedu, 2026). For wireless IoT products, radio-

path characterization joins these classes, since the integration of contemporary system-on-chip transceivers makes antenna-port metrics aggregate 

behaviors of coupled RF, analog, and digital blocks that require protocol-specific test methodologies of their own (Quainoo & Ogundapo, 2026b), 

with impedance matching, channel-dependent throughput, and multi-radio coexistence supplying concrete measurable criteria for the ring’s pass 

conditions (Quainoo, Ogundapo, & Asiedu, 2024, 2025a; Quainoo & Ogundapo, 2026a). 

Promotion between rings is governed, not habitual. Every change carries a computed change class, from touched components and declared risk, 

that maps to a required ring depth and a selected subset within deep rings, applying regression selection where whole-suite execution would break 

latency budgets (Yoo & Harman, 2012). Ring verdicts are ring-scoped: a ring-two pass asserts behavior against models at recorded versions, never 

hardware correctness, and the oracle limits of each ring travel with its verdict, in the discipline the testing literature’s oracle analysis demands 

(Barr et al., 2015). Nightly and pre-release schedules run the deep rings broadly regardless of change class, so selective per-commit depth is 

backstopped by periodic breadth (Memon et al., 2017). 

 

6. THE ORCHESTRATION LAYER 

The orchestration layer is specified as C# services because the estate it manages is stateful, concurrent, and long-lived, properties served well by 

a typed, asynchronous service platform, and because the implementation language claim is part of the framework’s platform realism. The inventory 

service models rigs, devices, fixtures, and their capabilities as a typed catalogue with health state, calibration status, and configuration version, the 

estate’s source of truth, in the tradition of reliability and condition-monitoring practice that treats equipment state as recorded data rather than 
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technician knowledge (Gideon et al., 2019; Adaramola et al., 2018). The provisioning service owns device preparation: firmware flashing, 

configuration injection, and post-flash verification, recording the resulting device state into the version tuple of every subsequent result. The 

scheduling service allocates test requests to rigs by capability matching, priority, and fairness across teams, with preemption classes for release-

blocking runs and reservations for scheduled breadth passes, turning contention, the first documented impediment, into managed queueing with 

observable wait metrics (Mårtensson et al., 2016), a problem whose formal shape is shared with constraint-based allocation, placement, and 

predictive scaling of shared computing capacity, and whose demand side is addressed by capacity forecasting rather than by reactive expansion 

(Ahmed, Odejobi, & Oshoba, 2019, 2020; Ahmed & Odejobi, 2018; Odejobi & Ahmed, 2018; Edivri & Oteri, 2022). The execution service drives 

tests at signal level: stimulus generation against the plant model, measurement capture, pass criteria evaluation, and time-synchronized logging of 

buses, signals, and device output, with model-based stimulus supported where behavioral models exist (Bringmann & Krämer, 2008). The service’s 

instrument-facing design draws on the test-automation practice of wireless hardware engineering, where programmable instrument control, 

managed instrument state, calibration traceability, and engineered error recovery are the documented disciplines separating production automation 

from ad hoc scripting (Quainoo, Ogundapo, & Asiedu, 2025b), and on instrumented condition-monitoring practice, where sensor acquisition and 

analysis are built as sustained measurement systems rather than one-off benches (Omoegun et al., 2023). The artifact service captures everything 

a verdict rests on, waveforms, logs, configuration snapshots, and environmental readings, content-addressed and linked to the result record. 

Two cross-cutting mechanisms complete the layer. Rig health is actively managed: known-answer self-tests run between allocations, drift and 

failure statistics accrue per rig, and rigs exceeding health thresholds are automatically drained from scheduling, so environment degradation 

surfaces as capacity events rather than as spurious product failures (Luo et al., 2014). This is the predictive maintenance transition applied to test 

infrastructure, replacing repair-on-failure with sensed condition, statistical degradation models, and scheduled intervention, an approach whose 

returns in equipment-intensive settings are well documented and whose economics improve as the estate grows (Sunday et al., 2020; Sunday & 

Omoegun, 2022; Mayo et al., 2021; Oyeleke et al., 2026; Olodo et al., 2026a, 2026b). And the whole layer is configuration-as-code: rig definitions, 

plant model bindings, and suite mappings live in versioned repositories, reviewed and promoted like software, extending infrastructure-as-code 

practice to the physical estate with the governance controls that reviewed configuration change requires (Rahman et al., 2019; Mbonu, 

Iwuanyanwu, et al., 2020; Badmus, Jooda, et al., 2022; Oshoba, Hammed, & Odejobi, 2020). 

 

7. AZURE DEVOPS INTEGRATION 

The delivery plane expresses the framework in the platform’s native constructs. Pipelines are defined as code in the repository, with ring zero and 

ring one as standard build-and-test stages on hosted or self-hosted agents, and rings two and three as deployment-style stages targeting registered 

environments that represent simulation clusters and rig pools. Environment checks and approvals implement the gates: automated checks consume 

ring verdicts and health signals from the orchestration layer’s API, and human approvals are reserved for the promotions where judgment is 

required, release-candidate designation foremost, keeping the automation ladder consistent with continuous delivery practice (Humble & Farley, 

2010; Chen, 2015) and with the human-in-the-loop design principle that reserves human attention for decisions automation cannot adjudicate 

rather than for those it can (Ladapo, Dosunmu, et al., 2022; Ladapo, Jooda, et al., 2024). Comparative evaluations of delivery tooling in enterprise 

platform contexts inform the division of labor assumed here, where the platform supplies orchestration and evidence while domain tooling supplies 

the specialized execution (Badmus, Dosunmu, & Ozowara, 2018; Badmus, Dosunmu, Ozowara, & Anunagba, 2020). The orchestration layer is 

invoked from pipeline stages through service connections, submitting test requests with the change class and receiving structured verdicts; agent-

side steps remain thin, so pipeline latency reflects queueing and execution rather than harness logic. Those service connections are a security 

boundary as much as an integration one, since pipeline identities hold standing access to physical devices, which is precisely the case that federated 

identity governance and identity-centric zero trust models are designed for (Oshoba, Hammed, & Odejobi, 2019; Ogbole, Okoruwa, Fadayomi, et 

al., 2021; Ahmed, Adegbite, & Adebayo, 2021). 

Traceability rides the platform’s artifact and work item graph. Builds carry the version tuple as immutable metadata; test results publish into the 

platform’s result stores with links to orchestration artifacts; and work items link requirements to the tests that verify them, so the requirement-to-

evidence chain that safety processes expect is navigable within the toolchain rather than reconstructed for audits (International Organization for 

Standardization, 2018; Pretschner et al., 2007; Aliliele et al., 2024; Oshoba, Hammed, & Odejobi, 2020). Release pipelines consume the same 

signals for promotion toward field deployment, where over-the-air delivery makes the pipeline’s end state a fleet state and update integrity 

requirements attach (Halder et al., 2020). The integration’s design position is deliberate: the platform provides orchestration of stages, gates, and 

evidence, the framework provides orchestration of hardware, and the boundary between them is a typed API, which is what makes the architecture 

portable beneath its concrete specification, following the general lesson that portability across execution hosts is bought by a stable interface 

contract rather than by avoiding platform commitment (Ojukwu, Oyesiji, & Nwakamma, 2025). Where the estate is already governed as a service, 

the same boundary lets rig requests, incidents, and change records flow into existing service management systems instead of a parallel toolchain 

(Ladapo, Jooda, et al., 2023). 

 

8. QUALITY SIGNALS AND RELEASE GOVERNANCE 

A verdict in this framework is a structured claim: outcome, ring, version tuple, artifacts, and adjudication state. Flake adjudication is the machinery 

that keeps hardware variability from corrupting the signal: failures trigger bounded automatic retry under identical configuration; discordant 

outcomes route to quarantine, where the test executes on alternate rigs to separate product from environment; and quarantine outcomes update 

both test and rig reliability statistics, with persistently unstable tests demoted from gating status until repaired, the management pattern large-scale 

continuous testing has converged on (Luo et al., 2014; Memon et al., 2017). Gating consumes adjudicated verdicts only, and gate policies are 

declared per branch and change class: fast rings gate merges, deep rings gate release candidacy, and breadth passes gate release, with every gate 

decision recorded against the evidence it consumed, in the release-gating pattern that automated evaluation research has formalized for judgments 

whose reliability must itself be characterized before it is trusted to block (Nwakamma, Ojukwu, & Oyesiji, 2024). The same as-code discipline 
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extends to regulatory and organizational compliance obligations, which compliance-as-code practice formalizes as machine-readable, version-

controlled policy validated within the pipelines themselves (Oshoba, Ahmed, & Odejobi, 2023), and which control automation and governance 

research extends toward auditable, defensible decision records at the organizational level (Mbonu, Aliliele, et al., 2022; Ominyi et al., 2026). 

Governance closes the loop with measurement. The framework’s own health is tracked as a small set of registered indicators, defect-detection ring 

distribution, where in the ring sequence defects are first caught, pipeline latency percentiles per change class, rig utilization and queue delay, flake 

and quarantine rates, and escaped-defect counts from field and late-stage discovery, chosen to make the framework’s claims falsifiable in operation 

and aligned with the measurement orientation of delivery-performance research (Forsgren et al., 2018; Ståhl & Bosch, 2014). Indicator design 

follows the practice established for service delivery and operational monitoring, where a small registered set tied to decisions outperforms broad 

dashboards that report everything and settle nothing (Edivri & Oteri, 2024; Ogbole, Okoruwa, Babatope, & Oyewole, 2021; Tonoyan et al., 2024; 

Oteri & Edivri, 2026). Release governance is thereby evidence-based twice over: candidates are promoted on adjudicated verdicts, and the process 

that produces verdicts is itself monitored against the pathologies it exists to control, the same reflexive posture continuous security validation 

adopts when it measures the assurance apparatus rather than assuming it (Dosunmu & Ogundele, 2024b). 

 

9. EVALUATION PLAN 

The framework’s evaluation is designed as a staged engineering study. Phase one is reference implementation and bench validation: the 

orchestration services and pipeline definitions are implemented against a reference estate of representative IoT and vehicle-class devices, and the 

mechanisms are verified in isolation, provisioning correctness, scheduler behavior under contention, health-drain triggering, retry and quarantine 

flows, and version-tuple integrity across the chain, with fault injection into the estate itself, induced rig faults, corrupted configurations, exercising 

the containment machinery (Hsueh et al., 1997; Natella et al., 2016), and with failure analysis conducted in the systematic manner reliability 

engineering prescribes so that estate faults are classified rather than merely observed (Gideon et al., 2019). Structured acceptance validation with 

the engineers who will operate the estate is included in this phase, since a validation framework that passes its own tests but fails its users has not 

been validated (Eyetsemitan, Ambali, et al., 2023b). 

Phase two is comparative pipeline measurement on seeded workloads. A defect corpus, seeded product faults spanning logic, integration, timing, 

and hardware-interface classes, is injected into a reference codebase’s history, and the framework’s ring architecture is measured against two 

baselines, a software-only pipeline and a manual-HIL process model, on detection ring distribution, time-to-detection per defect class, hardware 

hours consumed per detected defect, and pipeline latency per change class, with mutation-based adequacy tracking validating that suite strength 

differences do not confound the comparison (Jia & Harman, 2011; Yoo & Harman, 2012). Flakiness containment is measured by injecting 

environment instability and scoring signal corruption, gating decisions altered by environment rather than product, with and without adjudication. 

Phase three is field study: deployment in one or more embedded product organizations, with the Section 8 indicators collected over successive 

releases and practitioner experience gathered against the documented impediment list, contention, latency, flakiness, and version skew, that 

motivated the design (Mårtensson et al., 2016; Hilton et al., 2016; Edivri & Oteri, 2024). Because adoption is itself an intervention, the study 

records the organizational change alongside the technical one, following change management research that treats staged adoption, role clarity, and 

demonstrated early value as measurable variables rather than background conditions (Eyetsemitan, Ambali, et al., 2023a). The plan’s endpoints 

are stated in the framework’s own terms: leftward shift of detection ring distribution at bounded pipeline latency, hardware economy relative to 

baselines, and containment of environment-caused signal corruption, with organizational outcomes interpreted through, not substituted for, these 

mechanism-level measures (Forsgren et al., 2018). 

 

10. ANTICIPATED APPLICATIONS 

The framework’s primary application is embedded product delivery where hardware validation currently sits outside the pipeline: vehicle electronic 

control units and their subsystem software, where the HIL tradition is strongest and the safety traceability requirements are explicit (Broy, 2006; 

International Organization for Standardization, 2018), and IoT device firmware across industrial and consumer classes, where fleet scale and over-

the-air cadence raise the cost of late discovery (Al-Fuqaha et al., 2015; Halder et al., 2020). Energy-constrained and intermittently powered device 

classes are a natural early target, since their failure modes concentrate precisely in the power, timing, and radio behaviors that only ring three 

observes (Asiedu & Quainoo, 2023a; Asiedu, Quainoo, & Asiedu, 2025), as are on-device intelligence workloads whose resource envelopes must 

be validated on the silicon that will run them rather than on development hosts (Nwakamma, Ojukwu, & Oyesiji, 2025). Secondary applications 

follow from the architecture’s parts: the orchestration layer alone modernizes existing rig estates into schedulable services even before full pipeline 

integration; the ring model with change-class promotion transfers to any cyber-physical domain with layered fidelity environments, robotics, 

energy systems, and semiconductor process equipment included (Lee, 2008; Tao et al., 2019; Akanbi & Sunday, 2024, 2025; Akanbi, Ganiu, & 

Sunday, 2025; Shittu, Adeniji, et al., 2026; Shittu & Shittu, 2024; Olodo et al., 2026b), and it extends to converged IT and operational technology 

estates where software changes reach physical process equipment through the same delivery path (Adegbite et al., 2022; Ojukwu, Oyesiji, & 

Nwakamma, 2023); and the seeded-defect evaluation methodology of Section 9 is itself reusable as a benchmarking instrument for embedded 

pipeline designs. For engineering organizations mid-transition, the framework also supplies an adoption pathway, rings adopted left to right, estate 

onboarded rig by rig, gates tightened as signal quality is demonstrated, consistent with the incremental adoption patterns the continuous-practices 

literature records (Shahin et al., 2017; Fitzgerald & Stol, 2017) and with the staged, procedure-anchored transformation approaches documented 

for resource-constrained and multi-program organizations (Ambali et al., 2021; Eyetsemitan, Oyeleye, et al., 2022; Eyetsemitan, Ambali, et al., 

2023a; Ladapo, Dosunmu, et al., 2025; Ladapo, Jooda, et al., 2022), where governance of the transition program is as decisive as the engineering 

(Amayo et al., 2023, 2024). 
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11. LIMITATIONS 

The framework’s claims are bounded honestly. Ring verdicts inherit oracle limits: hardware-in-the-loop exercises the controller against modeled 

plants, and fidelity gaps between model and world remain a validity risk that no pipeline mechanism removes, only documents and manages 

through model versioning and periodic vehicle-level or field validation outside the framework’s scope (Fathy et al., 2006; Mihalič et al., 2022; 

Barr et al., 2015), a gap tiered digital twin practice makes explicit by declaring what each fidelity level does and does not license (Komi & Adeniji, 

2023). Capacity economics constrain applicability: the architecture reduces hardware demand per assurance unit but presupposes an instrumented 

estate, and organizations without one face the rig investment before the framework’s returns, an investment whose maintenance and utilization 

economics are themselves nontrivial in equipment-intensive settings (Oyeleke et al., 2026; Olodo et al., 2026a). The concrete platform specification 

is a double-edged commitment: it makes the integration engineering real, and it ties the reference design to one vendor’s constructs, with portability 

resting on the orchestration API boundary rather than demonstrated multi-platform implementations (Ojukwu, Oyesiji, & Nwakamma, 2025). 

Flake adjudication reduces but cannot eliminate misclassification, and its retry economics consume the same scarce hardware it protects; nor does 

recording gate decisions make them defensible on its own, since the quality of the evidence and of the policy that consumes it remains a governance 

question (Ominyi et al., 2026). Finally, the evaluation plan’s comparative phases rest on seeded defect corpora whose representativeness bounds 

external validity, a standard limitation of testing research the field-study phase mitigates but does not remove (Ammann & Offutt, 2016; 

Mårtensson et al., 2016). 

 

12. CONCLUSION 

This paper has proposed a framework that makes hardware-in-the-loop validation a governed, automated stage of continuous delivery for IoT and 

vehicle embedded software, specified for C# orchestration within Azure DevOps. Its architecture answers the documented impediments of 

continuous embedded testing with named mechanisms: a four-ring test model that spends hardware only where hardware decides, an orchestration 

layer that turns rig estates into versioned, health-managed, schedulable infrastructure, pipeline integration that carries verdicts, artifacts, and the 

full version tuple through native gates and traceability, and a quality-signal model whose flake adjudication keeps physical variability from 

corrupting release decisions. The evaluation plan renders the framework’s promises falsifiable, detection shifted earlier at bounded latency, 

hardware economized per defect found, environment noise contained, before organizational claims are made. 

The broader position is that the divide between fast pipelines and hardware truth is an engineering artifact, not a necessity: with the estate treated 

as code-configured infrastructure, tests treated as capacity-scheduled workloads, and verdicts treated as adjudicated evidence, the delivery 

discipline that transformed general software extends to the systems where software meets the physical world, which is precisely where its 

assurances are worth most. 
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