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ABSTRACT: As defence agencies, allied partners, and cybersecurity firms exchange threat intelligence, the same indicator is frequently 

reported many times in slightly altered form, producing large-scale duplication across intelligence repositories. Traditional de-duplication relies 

on exact matching using hashes or literal text comparison and fails when information is reworded, paraphrased, or contextually recast. This 

paper proposes a semantic de-duplication approach that uses Large Language Model (LLM) embeddings to identify duplicate threat indicators 

on the basis of meaning rather than form. The method encodes each report into a contextual vector, measures pairwise similarity, clusters 

semantically equivalent reports, and retains a single representative entry per cluster. Situated within the literature on record linkage, entity 

resolution, and near-duplicate detection, the paper specifies an evaluation protocol based on precision, recall, F1-score, cluster-level agreement, 

and latency over open-source and synthetic corpora, together with the baselines and reproducibility requirements against which the design 

should be tested. That protocol is defined here but has not yet been executed: no dataset has been processed and no numerical results are 

reported. The behaviour described in the discussion is the behaviour the design is expected to exhibit, offered as hypotheses to be tested rather 

than as measured findings, and the anticipated benefits of consolidation, namely reduced noise, less exaggerated risk assessment, and lower 

computational and storage cost, are stated in those terms throughout. The paper contributes a meaning-based de-duplication design for defence 

CTI, an evaluation protocol for validating it, and a discussion of the accuracy, efficiency, and governance implications of deploying it. 

 

KEYWORDS: semantic de-duplication, near-duplicate detection, record linkage, embeddings, cosine similarity, cyber threat intelligence, 

resource optimization. 

 

I. INTRODUCTION 

The routine exchange of cyber threat intelligence (CTI) has become a foundational practice in contemporary network defence, transforming 

isolated observations of malicious activity into a shared resource that many organizations can act upon collectively (Dosunmu & Ogundele, 2026a; 

Jimoh & Ahmed, 2024; Ogunwola, 2026). Indicators of compromise, including file hashes, domain names, network addresses, uniform resource 

locators, and the descriptive context that accompanies them, circulate through community platforms, commercial feeds, and governmental 

advisories at a volume that no single analyst could manually reconcile (Ogunwola & Alozie, 2026a; Ogunwola et al., 2026). As participation in 

these ecosystems has widened, the raw quantity of shared artifacts has grown far faster than the human capacity to curate it (Ogunwola & Deborah, 

2026). The promise of collective defence rests on the assumption that pooling observations yields a clearer and more timely picture of adversary 

behaviour than any participant could assemble in isolation. That assumption, however, is complicated by an unglamorous but pervasive problem: 

the same underlying piece of intelligence is frequently reported many times, in many forms, by many contributors. What appears to be a rich and 

diverse corpus is often a far smaller set of distinct facts wrapped in redundant packaging. This paper concerns the identification and consolidation 

of such redundancy at the semantic level, where two records may describe an identical threat while sharing few or none of the exact tokens that 

conventional matching relies upon. Addressing this gap is a precondition for the scalable, trustworthy intelligence sharing that defensive 

communities increasingly depend upon (Adegbite et al., 2020, 2023). 

Duplication in shared intelligence is not merely an aesthetic inconvenience; it degrades the operational value of the very feeds intended to 

strengthen defence. When a single campaign is described under several slightly different phrasings, downstream analytics inflate its apparent 

prevalence, distort prioritization, and consume scarce analyst attention with repeated triage of what is effectively one event. Automated enrichment 

pipelines and correlation engines amplify these distortions, propagating redundant entries into tickets, dashboards, and blocking rules. The 

consequence is a paradox in which the abundance meant to inform defenders instead overwhelms them, and confidence in the underlying feed 

erodes as consumers encounter the same intelligence repeatedly under different guises. The difficulty is compounded by the textual and 
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heterogeneous nature of much shared context: free-form descriptions, analyst commentary, and narrative reports that resist the rigid schemas 

assumed by traditional deduplication. Two contributors observing the same phishing infrastructure may record entirely different sentences, cite 

different observable subsets, and adopt different naming conventions for the same adversary, yet convey the same actionable meaning. Recognizing 

that these records are semantically equivalent demands a notion of similarity grounded in meaning rather than surface form. It is precisely this 

class of near-duplicate that has proven most resistant to established tooling, and that motivates the representation-centric approach developed in 

the remainder of this work. 

The central premise of this paper is that recent advances in dense semantic representation, particularly embeddings derived from large language 

models, offer a principled foundation for detecting duplication that eludes exact and lexical methods (Adebayo, Adegbite, & Ahmed, 2023; Hussain 

& Adebayo, 2026). By projecting heterogeneous threat descriptions into a continuous vector space in which proximity reflects meaning, such 

representations make it possible to recognize that two dissimilarly worded records refer to the same underlying phenomenon. This reframes 

deduplication as a problem of measuring semantic distance and clustering near neighbours, rather than of matching literal strings or normalizing 

rigid fields. The approach inherits both the strengths and the risks of learned representations: it captures paraphrase, synonymy, and structural 

variation that defeat token-level comparison, but it also introduces sensitivity to domain shift, the possibility of conflating genuinely distinct 

indicators that merely sound alike, and non-trivial computational cost at scale. A responsible treatment must therefore situate embedding-based 

matching within the longer intellectual tradition of record linkage and near-duplicate detection, drawing on decades of methodological insight 

about blocking, thresholding, and evaluation. Only by connecting the new representational machinery to these established foundations can one 

design a deduplication pipeline that is both semantically expressive and operationally dependable, and that degrades gracefully when confronted 

with the ambiguity endemic to real-world intelligence sharing rather than failing silently or conflating unrelated threats. 

This paper makes several contributions organized across its two halves. It first characterizes the phenomenon of duplication in shared threat 

intelligence, articulating its causes and its operational consequences, and demonstrating why exact and lexical matching are structurally inadequate 

for the semantic near-duplicates that dominate practical corpora. It then consolidates the conceptual foundations on which a semantic solution 

must rest, synthesizing the literatures of record linkage and entity resolution, of string similarity and near-duplicate detection, and of neural 

representation learning and scalable similarity search into a coherent basis for the method that follows. Finally, it positions the problem within the 

broader landscape of applied cyber defence and cross-sector intelligent systems, clarifying how deduplication relates to the wider goals of threat 

intelligence sharing, mining, and cybersecurity data science. Throughout, the emphasis is on meaning-preserving consolidation: reducing 

redundancy without discarding the corroborating signal that multiple independent reports of the same threat legitimately provide. The remaining 

sections develop these themes in turn, beginning with a detailed account of how duplication arises in sharing ecosystems and why it resists 

conventional treatment, before turning to the representational and algorithmic machinery that enables a semantic response. The result is intended 

both as a practical design and as a bridge between mature data-matching theory and the emerging capabilities of language-model embeddings. 

 

II. DUPLICATION IN SHARED THREAT INTELLIGENCE 

A. Causes and Consequences of Duplication 

Duplication in shared threat intelligence arises from the structure of the sharing ecosystem itself rather than from any single point of failure. A 

given malicious campaign is typically observed by many organizations, each of which may report its findings independently to overlapping 

communities and feeds. The same domain, sample, or infrastructure is thus described repeatedly, often with subtle variation in the accompanying 

context, the subset of observables included, and the vocabulary used to characterize the adversary. Aggregation platforms compound the effect by 

ingesting from numerous upstream sources, some of which themselves re-share intelligence obtained elsewhere, producing cascades in which a 

single original observation reappears many times as it propagates (Agu et al., 2023b; Akinleye & Adeyoyin, 2021). Temporal dynamics add a 

further layer: as an incident unfolds, successive reports update, correct, and extend earlier ones, so that a chronological series of near-identical 

records accumulates around one evolving event. Differences in tooling and schema mean that identical facts are serialized differently, while free-

text commentary introduces essentially unbounded surface variation. The absence of universal identifiers for adversaries, campaigns, and 

infrastructure removes the natural anchor that would otherwise permit trivial consolidation (Orise & Niniola, 2025). The net result is a corpus in 

which apparent volume substantially overstates the count of distinct underlying facts, and in which the redundancy is distributed unevenly, 

concentrated around high-profile threats that attract the most independent reporting and therefore the most duplication. 

The consequences of unmanaged duplication extend across the analytic and operational lifecycle. At the level of situational awareness, repeated 

reports of a single threat inflate prevalence estimates and skew prioritization, causing defenders to over-weight whatever is most frequently re-

shared rather than what is most dangerous or novel. Analyst productivity suffers directly, as scarce expert attention is expended re-triaging 

intelligence that has already been assessed, and as the cognitive burden of distinguishing genuine corroboration from mere echo grows with corpus 

size. Automated pipelines translate these distortions into concrete costs: redundant entries expand storage and indexing requirements, multiply 

enrichment lookups against rate-limited external services, and generate duplicate alerts, tickets, and blocking rules that clutter downstream systems 

(Anene & Clement, 2022, 2024). Perhaps most corrosively, pervasive duplication erodes trust in the feed itself, as consumers who repeatedly 

encounter the same intelligence under different guises come to discount its reliability and, in the worst case, disengage from sharing altogether. 

Yet duplication cannot simply be eliminated wholesale, because multiple independent reports of the same threat carry legitimate corroborative 

value, raising confidence in an observation and enriching it with complementary context. The objective, therefore, is not indiscriminate removal 

but meaning-preserving consolidation that collapses redundant descriptions into a single enriched record while retaining the evidentiary weight 

that independent confirmation provides, a balance that any effective deduplication method must be designed explicitly to strike. 

B. Limits of Exact and Lexical Matching 

The most immediate response to duplication is exact matching, in which records are declared identical only when their canonical representations 

coincide byte for byte. This strategy is fast, deterministic, and appropriate for atomic observables such as cryptographic hashes, where any 

difference genuinely signals a different artifact. It fails, however, the moment meaning is carried by anything other than a rigid identifier. Trivial 
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normalization differences, such as case, whitespace, punctuation, ordering of fields, or the presence of defanged notations, defeat literal 

comparison, and free-text context defeats it almost entirely, since two analysts virtually never phrase the same observation identically. Lexical 

similarity methods relax this rigidity by scoring partial overlap. Edit distance quantifies the number of character operations separating two strings 

(Levenshtein, 1966), and broader families of string distance metrics extend this to token-level and phonetic comparison (Cohen et al., 2003), 

tolerating typographic drift and minor reformatting. For efficiency at scale, near-duplicate detection has long relied on hashing schemes that 

estimate set resemblance and containment through sampled sketches (Broder, 1997) or that map similar inputs to nearby binary codes so that 

collisions approximate similarity (Charikar, 2002). These techniques underpin large-scale document deduplication and remain valuable where 

redundancy manifests as surface overlap, offering sub-linear candidate generation without exhaustive pairwise comparison across the corpus. 

The limitation shared by all of these methods is that they measure form rather than meaning. Sketch-based resemblance (Broder, 1997) and 

similarity-preserving hashing (Charikar, 2002) presuppose substantial overlap in tokens or shingles; when two records describe the same threat 

using disjoint vocabulary, whether through different sentence structures, synonymous terminology, distinct observable subsets, or divergent 

naming for the same adversary, the shared surface shrinks toward zero and the estimated similarity collapses, even though the underlying meaning 

is identical. Edit distance (Levenshtein, 1966) behaves analogously, reporting large character-level divergence for paraphrases that a human would 

immediately recognize as equivalent, while string metric ensembles (Cohen et al., 2003) mitigate but do not escape this dependence on lexical 

proximity. The failure is not one of tuning but of representation: methods that operate on characters and tokens are blind to semantics by 

construction, so no threshold setting can make them recognize meaning-preserving variation without simultaneously admitting spurious matches 

between superficially similar but genuinely distinct records. Conversely, tightening thresholds to suppress false matches suppresses precisely the 

paraphrastic near-duplicates that dominate real intelligence corpora. This structural inadequacy motivates a shift from surface comparison to 

representations in which proximity reflects meaning. Rather than discarding lexical techniques, an effective pipeline retains them for what they do 

well, namely exact and near-verbatim matching and cheap candidate blocking, while delegating the semantic judgement they cannot make to 

learned representations, which the following section grounds in the broader theory of matching and representation. 

 

III. FOUNDATIONS: RECORD LINKAGE, SIMILARITY, AND REPRESENTATION 

A. Record Linkage and Entity Resolution 

The problem of deciding whether distinct records refer to the same real-world entity long predates threat intelligence, and its methodological 

literature supplies the scaffolding on which semantic deduplication is built. Duplicate record detection has been studied extensively as a canonical 

data-quality task, with surveys cataloguing the techniques used to identify and resolve records that describe the same entity despite representational 

differences (Elmagarmid et al., 2007). The broader discipline of data matching and record linkage formalizes this as a pipeline of preprocessing, 

blocking, comparison, and classification, in which pairs of records are compared across multiple fields and assigned a match status on the basis of 

aggregated similarity (Christen, 2012). Blocking, in particular, is a recurring concern: because exhaustive pairwise comparison scales quadratically, 

the field has developed indexing and partitioning strategies that restrict comparison to plausible candidates, a principle that carries directly into 

embedding-based systems where approximate nearest-neighbour search plays the analogous role. Comparative evaluations of entity-matching 

frameworks have examined how alternative combinations of blocking, similarity functions, and decision models perform across datasets, exposing 

the sensitivity of results to configuration and the difficulty of transferring a tuned system to a new domain (Köpcke & Rahm, 2010). These insights 

transfer intact to the intelligence setting, where the entities are threats and campaigns rather than customers or citations, but the underlying 

resolution problem is structurally the same and the accumulated engineering wisdom remains applicable. 

Beyond the deterministic and rule-based traditions, probabilistic and statistical formulations provide a principled account of uncertainty in 

matching decisions. Bayesian approaches to record linkage and de-duplication treat the assignment of records to latent entities as an inference 

problem, jointly estimating which records coreference and propagating the resulting uncertainty into downstream estimates rather than committing 

prematurely to hard clusters (Steorts et al., 2016). This perspective is valuable for threat intelligence precisely because semantic equivalence is 

often genuinely ambiguous: two reports may plausibly describe the same campaign or two related but distinct ones, and a system that quantifies 

rather than conceals this ambiguity is better suited to high-stakes defensive use. The record-linkage tradition also emphasizes evaluation discipline, 

insisting that matching quality be assessed against curated ground truth with attention to both precision and recall, and warning against the class 

imbalance that makes naive accuracy misleading when true duplicates are rare relative to all candidate pairs (Christen, 2012). It further foregrounds 

the transitivity problem, whereby pairwise match decisions must be reconciled into globally consistent entity clusters, a step that embedding-based 

clustering inherits directly. Taken together, these foundations establish that deduplication is not a single similarity computation but an end-to-end 

process of candidate generation, comparison, decision, and consolidation, each stage of which the semantic method must instantiate (Elmagarmid 

et al., 2007; Köpcke & Rahm, 2010). 

B. String Similarity and Near-Duplicate Detection 

Situated between the record-linkage tradition and modern representation learning lies a substantial body of work on measuring textual similarity, 

which supplies both the vocabulary and the baseline methods against which semantic approaches are judged. Surveys of text similarity organize 

the field into character-based, term-based, corpus-based, and knowledge-based families, clarifying that the notion of similarity is not monolithic 

but depends on whether one compares surface strings, weighted term distributions, or learned semantic representations (Gomaa & Fahmy, 2013). 

The term-based family is anchored in the vector space model, in which documents are represented as sparse vectors over a vocabulary and similarity 

is computed as the cosine of the angle between them. Central to this model is the weighting of terms so that discriminative words contribute more 

than ubiquitous ones, an insight formalized in the family of term-frequency and inverse-document-frequency schemes that remain a durable 

baseline for textual comparison (Salton & Buckley, 1988). These representations are efficient, interpretable, and effective when shared meaning 

coincides with shared vocabulary, and they underpin much of classical information retrieval, where ranking documents by similarity to a query is 

the defining operation (Manning et al., 2008). For threat descriptions with substantial lexical overlap, such weighted term models already improve 

markedly on naive matching. 
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The enduring weakness of sparse term-based similarity is the vocabulary mismatch problem: because each term occupies an independent 

dimension, the model treats synonyms as wholly unrelated and cannot recognize that differently worded descriptions convey the same meaning 

(Manning et al., 2008). Weighting refinements (Salton & Buckley, 1988) and the various string and set-based measures catalogued in the similarity 

literature (Gomaa & Fahmy, 2013) mitigate but do not resolve this, because they remain grounded in the observed tokens rather than in the concepts 

those tokens denote. Information retrieval has historically addressed the gap through techniques such as query expansion, relevance feedback, and 

latent decomposition of the term-document matrix, each attempting to bridge surface forms that share meaning (Manning et al., 2008). These 

partial remedies foreshadow the central move of dense representation learning, which is to replace the sparse, orthogonal term space with a lower-

dimensional continuous space in which semantically related expressions are placed near one another by construction. In the deduplication setting, 

the practical implication is a division of labour: sparse lexical similarity remains an inexpensive and reliable signal for near-verbatim redundancy 

and for generating candidate pairs cheaply, while the residual and most valuable cases, those records that are semantically identical yet lexically 

disjoint, require the meaning-aware representations developed next. The similarity literature thus frames dense embeddings not as a replacement 

for classical measures but as the component that supplies the semantic judgement those measures structurally lack, completing rather than 

superseding the toolkit. 

C. Embeddings and Scalable Similarity Search 

Dense distributed representations address vocabulary mismatch by embedding textual units into continuous vector spaces in which geometric 

proximity encodes semantic relatedness. Early neural word embeddings learned such spaces from co-occurrence statistics, producing vectors 

whose arithmetic captured meaningful linguistic regularities (Mikolov et al., 2013), while related global factorization of co-occurrence counts 

yielded comparably expressive word vectors (Pennington et al., 2014). These static embeddings, however, assign a single vector to each word 

irrespective of context, limiting their fidelity for polysemous terms and full sentences. The introduction of the transformer architecture, built on 

self-attention, enabled contextual representations in which a token's vector depends on the surrounding text (Vaswani et al., 2017), and pretrained 

bidirectional encoders learned deep contextual embeddings that substantially advanced language understanding (Devlin et al., 2019). The same 

architectural foundation underlies large generative language models whose scale confers broad few-shot capability and rich internal representations 

(Brown et al., 2020). For similarity tasks specifically, sentence-level encoders were developed to produce fixed-length embeddings whose cosine 

proximity reflects semantic equivalence, making pairwise comparison efficient (Reimers & Gurevych, 2019); universal sentence encoders pursued 

the same goal of general-purpose sentence vectors (Cer et al., 2018); and contrastive objectives further sharpened the isotropy and discriminative 

quality of sentence embeddings (Gao et al., 2021). Collectively these representations supply exactly the meaning-aware geometry that lexical 

methods lack, mapping paraphrastic threat descriptions to nearby points regardless of their surface divergence. 

Possessing a semantic geometry is necessary but not sufficient; deduplication over large corpora further requires that near neighbours be found 

and grouped efficiently, since exhaustive pairwise comparison scales quadratically and is infeasible at operational volume. Approximate nearest-

neighbour search provides the blocking analogue for dense spaces: graph-based indexes organize vectors into navigable small-world structures 

that answer proximity queries in logarithmic time with high recall (Malkov & Yashunin, 2020), and library-scale systems combine such indexes 

with quantization to support billion-scale similarity search on commodity hardware (Johnson et al., 2021). Retrieved neighbours must then be 

consolidated into entity clusters, and density-based clustering is well suited to this because it discovers clusters of arbitrary shape and explicitly 

labels isolated points as noise rather than forcing every record into a group (Ester et al., 1996); hierarchical density-based extensions relax the need 

to fix a single global density threshold, accommodating the uneven concentration of duplication across a corpus (McInnes et al., 2017). Broader 

surveys of text clustering situate these choices within the space of algorithms and representations available for grouping documents by content 

(Aggarwal & Zhai, 2012), while generative topic models offer a complementary probabilistic view of thematic structure that can inform corpus 

organization (Blei et al., 2003). Together, semantic embeddings, approximate nearest-neighbour indexing, and density-based clustering compose 

the end-to-end machinery of representation, candidate generation, and consolidation that the record-linkage tradition prescribes, now instantiated 

for meaning rather than surface form. 

 

IV. RELATED WORK: APPLIED CYBER DEFENCE AND CROSS-SECTOR INTELLIGENT SYSTEMS 

Relationship to the Authors' Prior Work 

This manuscript is a companion to earlier work by the present authors on the same application area, and the relationship between the two is stated 

here explicitly so that readers and reviewers can assess what is new. That earlier study addresses real-time semantic correlation and de-duplication 

of shared threat indicators using large language models and natural language processing (Adebayo, Amadi, & Ijagbemi, 2026). Its scope is 

architectural: it advances a conceptual framework in which correlation across sources, extraction of structure from narrative reporting, and 

consolidation of redundant entries appear as stages of a single real-time pipeline, and its principal concerns are the latency, throughput, and 

governance constraints such a pipeline must satisfy. De-duplication appears there as one component among several, characterized at the level of 

system architecture rather than of method. 

The present manuscript narrows to that component and treats it as an object of study in its own right, and it differs from the earlier work along 

four axes. In originality and framing, it recasts de-duplication not as a pipeline stage but as a problem in meaning-level record linkage, and grounds 

it in the record-linkage, entity-resolution, and near-duplicate-detection literatures surveyed in Section III, a foundation the earlier work does not 

develop. In methodology, it commits to a specific four-stage design, comprising contextual encoding, thresholded cosine similarity over an 

approximate nearest-neighbour index, density-based clustering, and reversible representative selection with an audit trail, and it specifies the merge 

semantics, the threshold-selection procedure, and the provenance-preserving record format that the earlier architectural treatment leaves open. In 

evaluation, it defines a protocol of its own, set out in Section V.E, built around pairwise detection metrics, cluster-level agreement, redundancy 

reduction, and latency, together with the lexical and syntactic baselines a semantic method must be measured against. 

In datasets and experiments there is no overlap to disclose, because neither manuscript reports a completed empirical evaluation: no corpus, 

annotation, result, figure, or table is carried over from the earlier study to this one, and the evaluation protocol described in Section V.E is specific 
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to the de-duplication problem addressed here. The contribution claimed for the present work is therefore a self-contained design for meaning-

based consolidation, a protocol for validating it, and an analysis of its accuracy, efficiency, and governance implications, rather than an extension 

of results previously reported. Textual overlap between the two manuscripts is confined to the framing of the threat-intelligence sharing problem 

that both share, and the earlier work is cited wherever that framing is drawn upon. 

The methodological foundations above acquire their significance within the applied context of cyber threat intelligence sharing, a domain whose 

infrastructure and practices define both the need for deduplication and the constraints under which it must operate. Community sharing platforms 

have become the connective tissue of collective defence, enabling structured exchange of indicators and context among trust groups (Wagner et 

al., 2016), and surveys of technical threat intelligence map the sources, formats, and processing pipelines through which such intelligence flows 

(Tounsi & Rais, 2018). Studies of sharing practice examine the incentives, standards, and organizational dynamics that govern participation and 

quality (Wagner et al., 2019), while work on collective cyber defence articulates how pooled observation can strengthen the security posture of an 

entire community when redundancy and noise are managed rather than amplified (Skopik et al., 2016). Empirical examination of sharing platforms 

has documented their proliferation, heterogeneity, and the practical data-quality challenges, including duplication, that limit their effectiveness 

(Sauerwein et al., 2017). In parallel, the maturing field of CTI mining surveys the automated extraction and analysis of intelligence from diverse 

sources (Sun et al., 2023), and the broader programme of cybersecurity data science frames the application of machine learning and analytics to 

defensive problems, of which semantic consolidation of shared indicators is a natural instance (Sarker et al., 2020). Positioned against this 

landscape, the present work applies the intelligent-systems methods common across data-driven sectors to the specific, consequential problem of 

meaning-level redundancy in threat intelligence. 

The framework advanced in this paper is positioned against a broad and rapidly growing body of applied scholarship. Three strands are especially 

pertinent: research on cyber defence and threat intelligence, which defines the operational problem; research on artificial intelligence and secure 

digital systems, which supplies the analytical machinery; and a wider literature that applies data-driven modelling, risk governance, and intelligent 

decision support across other critical-infrastructure and enterprise sectors, which demonstrates the breadth and transferability of the methods on 

which real-time semantic processing draws. The remainder of this section surveys these strands in turn. 

A mature stream of applied research addresses the detection, prioritization, and containment of evolving threats in enterprise and national settings. 

This work develops maturity models, threat-actor analysis, incident-response and security-orchestration frameworks, and threat-informed defence 

engineering that together define the operational requirements the present study seeks to accelerate: rapid triage of high-volume indicators, 

measurable control effectiveness, and coordinated response across organizational boundaries (Adebayo, Adepoju, & Ozowara, 2023; Adegbite et 

al., 2024a, 2025; Ahmed et al., 2021; Dosunmu & Ogundele, 2021, 2022, 2023, 2024a, 2024b, 2024d, 2025a, 2025c). 

Complementary studies examine the analytical capabilities that artificial intelligence and machine learning bring to security and decision support, 

including predictive analytics, human-in-the-loop annotation, generative models, edge intelligence, and interpretable learning. Collectively they 

establish both the promise of automated inference over large, noisy datasets and the necessity of retaining human oversight where consequences 

are severe (Adelanwa et al., 2023a; Adeyelu, 2020; Adeyelu & Dagodzo, 2024a; Afrihyia et al., 2025; Akanbi et al., 2025; Aliliele et al., 2023c; 

Annan, 2024; Atakpa & Abetoh, 2022; Borah et al., 2022; Dagodzo et al., 2022; Eboh & Aliliele, 2025b; Fawehinmi et al., 2026). 

A substantial governance literature specifies the control, oversight, and accountability conditions under which intelligent systems must operate, 

spanning regulatory compliance, data-protection and privacy engineering, identity and access management, continuous auditing, and audit-

automation. These contributions are directly relevant to fielding language models in defence, where transparency, provenance, and role-based 

control are prerequisites rather than afterthoughts (Adebayo et al., 2025; Adeyelu, 2018, 2021, 2022; Adeyelu & Dagodzo, 2022). 

Work on cloud engineering, secure software delivery, and enterprise integration informs the engineering foundations required to deploy language-

based analytics reliably at scale, addressing configuration governance, integration patterns, secure testing, and the operational discipline needed 

to keep data pipelines dependable under load (Aliliele et al., 2023a; Aminu-Ibrahim et al., 2019; Badmus et al., 2018). 

Beyond the security domain, research on supply-chain optimization, procurement, and logistics demonstrates closely analogous data-driven 

approaches to coordinating, de-duplicating, and governing information across distributed, multi-stakeholder operations. The problems of 

reconciling heterogeneous records, eliminating redundant entries, and maintaining a single authoritative view mirror those confronted in threat-

intelligence consolidation (Agbabiaka et al., 2019; Ahiaeke Patrick et al., 2020, 2021). A closely related body of work on pharmaceutical 

distribution, access, and quality assurance examines how records of products, prescriptions, and distribution events are reconciled across 

fragmented custody chains, where duplicate or inconsistent entries bear directly on availability and patient safety, and where systematic screening 

and quality frameworks are used to establish when two records describe the same underlying item (Asiedu, 2022, 2023, 2024, 2025, 2026; Asiedu 

& Asiedu, 2022, 2023a, 2023b, 2024a, 2024b). 

Parallel work on energy systems, smart grids, and renewable infrastructure applies predictive modelling, continuous monitoring, and resilience 

engineering to complex critical-infrastructure environments analogous to those defended here, offering transferable insights on real-time inference, 

degradation detection, and the equitable, dependable operation of systems under stress (Dagodzo, 2018a; Komi, 2024). Work on energy-harvesting 

and intermittently powered wireless systems approaches the same resource-bounded inference problem from the hardware side, characterizing 

energy, reliability, latency, and throughput trade-offs under strict operating budgets and applying predictive power management to sustain 

dependable service, considerations that mirror the cost of encoding and indexing every incoming indicator in a continuously ingesting pipeline 

(Asiedu & Quainoo, 2023a, 2023b, 2024, 2025; Asiedu et al., 2025, 2026; Oyeleke et al., 2026; Quainoo et al., 2024, 2025a, 2025b). 

Studies of industrial and occupational safety contribute mature models of hazard detection, near-miss signal analysis, and operational risk 

governance. Their central concern, distinguishing weak leading signals from background noise before an incident occurs, directly parallels the 

signal-versus-noise framing that motivates semantic filtering and prioritization in this study (Adeyelu, 2019, 2026). Research on non-destructive 

testing, weld integrity, and inspection standards is instructive for a further reason: it formalizes how an artifact can be examined and validated 

without altering or damaging it, together with the calibration and standardization such examination demands, which is precisely the property that 
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reversible, audit-preserving consolidation seeks in its treatment of shared indicators (Atta, 2026a, 2026b; Atta et al., 2018; Atta et al., 2020; Atta 

et al., 2021; Atta et al., 2022; Atta et al., 2024; Atta et al., 2025). 

Research on healthcare and diagnostic infrastructure offers further evidence on lifecycle management, resilience planning, and performance 

measurement for mission-critical systems that must remain dependable under public-health stress, reinforcing the importance of governance, 

standardization, and measurable outcomes when scaling sensitive systems (Aminu-Ibrahim & Ogbete, 2023). 

Contributions on geospatial intelligence, UAV and remote-sensing systems, and aviation-safety oversight demonstrate how heterogeneous sensor 

and spatial data are fused into actionable operational intelligence and how regulatory oversight is exercised over autonomous platforms, a fusion-

and-oversight challenge closely related to correlating multi-source threat indicators (Adegbite et al., 2024b; Adeyelu, 2023). 

A body of work on financial analytics, fraud detection, and business-process optimization shows how analytical models detect anomalies, reduce 

redundancy, and streamline decision workflows in high-stakes, data-intensive settings, providing methodological parallels for the anomaly-

sensitive, redundancy-averse processing pursued in defence intelligence (Edivri & Oteri, 2022). 

Further contributions on data analytics, business intelligence, and continuous monitoring illustrate how meaning and actionable structure are 

extracted from large, heterogeneous data streams for timely decision making (Akin-Oluyomi et al., 2020). 

 

V. A METHOD FOR SEMANTIC DE-DUPLICATION 

A. Method Overview 

The proposed method treats de-duplication of shared cyber threat indicators as a pipeline that transforms free-form, heterogeneously worded 

observations into a compact set of canonical entries, each standing for a cluster of semantically equivalent reports. The pipeline proceeds in four 

coordinated stages that are deliberately kept modular so that operators may substitute components without disturbing the surrounding logic. In the 

first stage, each incoming indicator, together with its surrounding descriptive context, is normalized and encoded into a dense vector that captures 

meaning rather than surface form. In the second stage, these vectors are compared under a similarity measure, and a tunable threshold together 

with a clustering procedure partitions the corpus into groups of near-duplicates. In the third stage, a single representative is selected from each 

group and the remaining members are merged into it, with their provenance, confidence, and temporal metadata preserved rather than discarded. 

In the fourth stage, the consolidated records are emitted alongside an audit trail that allows any merge decision to be reviewed and, if necessary, 

reversed. This separation of concerns permits the encoding model, the index, and the clustering algorithm to evolve independently as the threat 

landscape and the underlying tooling mature. Table I summarizes the technical components associated with each stage and the principal design 

choices that govern their behaviour in an operational deployment. 

 

            Table I. Data-management techniques applied to semantic de-duplication 

Technique Description Purpose 

Contextual embeddings Encode meaning as vectors Enable semantic comparison 

Cosine similarity Measure vector closeness Identify duplicates 

Approximate nearest neighbour Scalable similarity search Support real-time operation 

Clustering Group equivalent reports Collapse duplicates 

Precision, recall, F1 Accuracy measures Validate de-duplication quality 

 

B. Semantic Encoding 

The encoding stage is responsible for mapping each indicator and its accompanying narrative into a fixed-length vector whose geometry reflects 

semantic proximity. Contextualized language models built on the attention mechanism (Vaswani et al., 2017) provide the foundation for this 

mapping, because they resolve the meaning of a token from the words that surround it rather than from a static lookup, allowing paraphrases, 

abbreviations, and reordered descriptions to converge toward similar representations. Masked language modelling (Devlin et al., 2019) supplies 

pretrained parameters that already encode a broad understanding of technical and general English, which is valuable when threat reports mix 

jargon, vendor nomenclature, and informal prose. However, the raw output of such models is poorly suited to direct similarity comparison, since 

the vectors it produces are not calibrated for distance-based matching. Siamese and triplet fine-tuning (Reimers & Gurevych, 2019) addresses this 

by shaping an embedding space in which cosine distance is a faithful proxy for semantic relatedness, and contrastive self-supervision (Gao et al., 

2021) further sharpens that space by pulling paraphrases together and pushing unrelated statements apart without requiring extensive manual 

labels. Where lightweight deployment or multilingual coverage is a priority, a general-purpose sentence encoder (Cer et al., 2018) offers a 

competitive alternative with modest computational demands. The method remains agnostic to the specific encoder, requiring only that the chosen 

model expose a stable, normalized vector suitable for downstream indexing. 

C. Similarity, Thresholding, and Clustering 

Once indicators are embedded, the method must decide which pairs are close enough to be treated as duplicates. Cosine similarity between 

normalized vectors serves as the primary measure, chosen because it is invariant to vector magnitude and because the encoders described above 

are trained to make angular proximity meaningful. A naive approach would compare every vector against every other, but the quadratic cost of 

exhaustive comparison is prohibitive for feeds that accumulate millions of indicators. To make the search tractable, the method delegates neighbour 

retrieval to an approximate nearest-neighbour index (Johnson et al., 2021), which returns the most similar candidates for each query in sublinear 

time while trading a controlled and typically negligible amount of recall for large gains in throughput. Graph-based indexing (Malkov & Yashunin, 

2020) offers a complementary structure whose navigable small-world organization sustains low query latency even as the corpus grows and its 

intrinsic dimensionality rises. The retrieval step therefore narrows the field to a short list of plausible matches per indicator, upon which exact 

similarity is computed. A threshold applied to this similarity determines whether two indicators are provisionally linked, and the choice of threshold 
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directly governs the balance between collapsing genuinely distinct observations and failing to merge true equivalents, a balance examined 

quantitatively in the evaluation that follows. 

Thresholded pairwise links are then consolidated into coherent groups through clustering, which is necessary because transitive chains of similarity 

can connect indicators that were never directly compared. Density-based clustering (Ester et al., 1996) is well suited to this setting, since it forms 

groups from regions of high local density and leaves genuinely isolated indicators unclustered rather than forcing them into spurious associations, 

an important property when many observations are legitimately unique. A hierarchical extension of this idea (McInnes et al., 2017) relaxes the 

assumption of uniform density, allowing tight clusters of heavily reduplicated indicators to coexist with looser groupings without a single global 

density parameter, and it exposes a stability measure that helps distinguish robust clusters from marginal ones. The broader literature on text 

clustering (Aggarwal & Zhai, 2012) cautions that high-dimensional embedding spaces can distort distance-based grouping, motivating the earlier 

emphasis on encoders that produce well-separated representations and on similarity thresholds calibrated to the observed distribution of scores. In 

practice the method runs clustering over the sparse neighbourhood graph produced by the approximate index rather than over a dense distance 

matrix, which keeps memory consumption bounded and permits incremental updates as new indicators arrive. The resulting partition assigns each 

indicator either to a duplicate cluster or to a singleton, forming the input to the selection and merging stage. 

D. Representative Selection and Merging 

Having grouped near-duplicate indicators, the method must reduce each cluster to a single authoritative record without erasing the evidentiary 

value contributed by its members. Representative selection favours the member that is most central to the cluster, typically the indicator whose 

embedding lies nearest the cluster centroid, since such a record tends to express the shared meaning in the least idiosyncratic language. When 

operational policy prefers provenance-weighted choices, the selection can instead privilege the earliest observation, the report from the most trusted 

source, or the entry carrying the richest structured metadata, and the method accommodates these policies through a configurable scoring function 

rather than a hard-coded rule. Merging then folds the non-representative members into the chosen record by taking the union of their contextual 

attributes: source identifiers are accumulated so that corroboration across independent feeds is retained, first-seen and last-seen timestamps are 

reconciled to preserve the full temporal envelope, and confidence values are combined so that repeated independent sightings raise rather than 

obscure the assessed reliability of the indicator. Critically, every merge is recorded in an audit trail that links the surviving record to each absorbed 

member, which allows an analyst to inspect why two indicators were considered equivalent and to split them again should the judgement prove 

mistaken. This reversibility distinguishes semantic consolidation from destructive deduplication and is essential for maintaining analyst trust in an 

automated pipeline. 

E. Evaluation Design 

Evaluating semantic de-duplication requires a design that measures not only how many duplicates are removed but also how faithfully genuine 

distinctions are preserved. The evaluation therefore frames each merge decision as a detection problem in the sense of signal detection theory 

(Green & Swets, 1966), in which the system must discriminate a true-duplicate signal from a distractor of merely superficial resemblance. Under 

this framing, the outcomes of thresholded matching partition naturally into true positives, false positives, true negatives, and false negatives, and 

sweeping the similarity threshold traces an operating characteristic that separates the intrinsic discriminability of the embedding space from the 

particular operating point an organization chooses to adopt. This separation matters because two deployments may share an encoder yet reasonably 

select different thresholds, one prioritizing aggressive consolidation to relieve analyst load and another prioritizing conservative merging to avoid 

conflating distinct campaigns. Reporting a threshold-swept curve rather than a single accuracy figure exposes this trade-off explicitly and lets 

stakeholders reason about the cost they are willing to incur on either side of the decision boundary. The evaluation additionally reports cluster-

level agreement against a reference partition, since a method may score well on isolated pairwise decisions yet fragment or over-merge clusters in 

aggregate. Together these views characterize both the local reliability of individual merge judgements and the global coherence of the consolidated 

corpus that analysts ultimately consume. 

Beyond detection accuracy, the evaluation quantifies the reduction in redundancy that consolidation achieves, drawing on the vocabulary of 

information theory (Shannon, 1948) to express how much descriptive redundancy a feed carries before and after processing. A feed dominated by 

reworded restatements of the same underlying observations conveys little additional information per record, and effective de-duplication should 

raise the average information content of each surviving entry by discarding predictable repetition while retaining genuinely novel indicators. The 

evaluation therefore reports the compression ratio between raw and consolidated corpora alongside a measure of the residual diversity of the 

reduced set, so that a high reduction ratio achieved by wrongly collapsing distinct indicators can be distinguished from a comparable ratio achieved 

by correctly removing true duplicates. Runtime and scalability are examined as first-class concerns, with throughput measured as a function of 

corpus size to confirm that the approximate index sustains the sublinear behaviour its design promises. To guard against optimistic bias, the 

evaluation employs held-out reference labels produced independently of the matching pipeline and stresses the method against adversarial near-

duplicates that share vocabulary but describe different artifacts, as well as against true duplicates deliberately obscured through paraphrase. This 

combination of detection, information-theoretic, and efficiency measures yields a rounded picture of practical utility rather than a single headline 

number. 

The protocol that follows is specified in advance of its execution so that the design can be tested rather than asserted. The corpora comprise two 

parts. The first is drawn from openly redistributable threat-intelligence sources, from which indicator records and their accompanying narrative 

context are sampled; the count of records, the sampling window, the sources, and the extraction procedure are to be reported in full. The second is 

a synthetic corpus in which known duplicates are produced from seed records through controlled paraphrase, abbreviation, reordering, and partial-

observable substitution, which supplies exact ground truth for recall at the cost of realism, and adversarial distractors in which distinct artifacts are 

described in near-identical language, which probes the failure mode that most concerns operators. Reference labels for the open-source portion are 

produced by two annotators working independently under a written equivalence policy, with disagreements adjudicated by a third; inter-annotator 

agreement is reported and treated as the ceiling against which measured accuracy must be read, and the annotation guideline is published alongside 

the results. 
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Baselines are chosen so that the marginal value of semantic matching is isolated rather than assumed. They comprise exact hashing of normalized 

indicator fields, canonicalized string equality, shingle-based near-duplicate detection under both MinHash and SimHash, term-weighted cosine 

similarity over sparse lexical vectors, and character-level edit distance, each tuned on the same validation split as the proposed method. The 

similarity threshold is selected on that validation split by sweeping the full range and fixing the operating point before any test-set scoring, and 

both the swept curve and the selected value are reported rather than a single summary figure. Detection performance is reported as pairwise 

precision, recall, and F1 with interval estimates obtained by bootstrap resampling; partition quality is reported through cluster-level agreement 

against the reference partition; redundancy reduction is reported as the ratio of raw to consolidated records alongside the residual diversity of the 

reduced set; and cost is reported as indexing time, per-query latency, and end-to-end throughput as a function of corpus size. For reproducibility, 

the encoder and its checkpoint identifier, the index construction and search parameters, the clustering parameters, the random seeds, the software 

versions, and the hardware are all to be stated, with code, the synthetic corpus, and record identifiers for the open-source portion released so that 

the measurements can be repeated. None of this has yet been carried out, and the sections that follow should be read accordingly. 

 

VI. EXPECTED BEHAVIOUR AND DISCUSSION 

No empirical evaluation of the method has yet been carried out. This section therefore sets out the behaviour the design is expected to exhibit 

across its principal operating regimes, together with the reasoning that supports each expectation, so that the protocol of Section V.E has stated 

hypotheses to test. Nothing that follows is a measurement, and no numerical precision, recall, F1, or latency value is reported anywhere in this 

paper. Across the threshold sweep, the embedding-based matcher should exhibit a broad region in which duplicate recall remains high while the 

rate of erroneous merges stays low, indicating that the encoders place true paraphrases and superficially unrelated indicators in well-separated 

regions of the vector space. As the threshold is relaxed toward greater tolerance, recall of genuine duplicates rises steadily until it approaches 

saturation, after which further relaxation admits an accelerating number of false merges dominated by indicators that share generic infrastructure 

vocabulary yet reference distinct artifacts. Tightening the threshold in the opposite direction produces the expected symmetric penalty, leaving 

many paraphrased duplicates unmerged and eroding the redundancy reduction that motivates the exercise. The knee of this curve, where marginal 

gains in recall begin to be outweighed by marginal costs in precision, provides a principled anchor for selecting an operating point, and its position 

would be expected to remain stable across resampled subsets of the corpus, which if confirmed would suggest that the discriminative structure of 

the embedding space is a property of the encoder and data rather than an artifact of a particular sample (Adelanwa et al., 2023b, 2024). 

Consolidation at a moderate operating point should substantially compress the corpus, folding large families of reworded indicators into single 

canonical records while leaving genuinely unique observations untouched as singletons. If the density-based grouping behaves as intended, 

inspection of the resulting clusters should show it forming tight clusters around heavily reduplicated indicators and declining to cluster isolated 

observations rather than coercing them into ill-fitting groups. The information-theoretic view should show the average descriptive novelty per 

surviving record increasing after consolidation, which would be consistent with the removal of predictable repetition rather than the loss of 

substantive content, since the residual diversity of the reduced set remains high. The approximate index is designed to sustain near-constant per-

query retrieval time as the corpus grows, so that end-to-end throughput should scale gracefully rather than degrading quadratically as an exhaustive 

comparison would (Atakpa & Fobellah, 2023). Two categories of failure are anticipated: false merges arising from indicators that differ only in a 

small but operationally decisive detail buried within otherwise identical prose, and missed merges arising from paraphrases that reorder or heavily 

abbreviate the underlying description beyond the encoder's tolerance. Both categories would remain visible in the audit trail and therefore 

recoverable by an analyst, which reinforces the argument for reversible consolidation over destructive deduplication (Atakpa, Abetoh, & Akeju, 

2024; Atakpa, Abolaji, & Abetoh, 2024). Table II summarizes these expectations qualitatively. It reports no figures, because none have been 

obtained. 

 

Table II. Expected qualitative behaviour of the de-duplication pipeline. These are design expectations, not measured 

results; no experiment has been run. 

Metric Expected level Interpretation 

Precision Very high Most identified duplicates should be correct 

Recall High Most true duplicates should be captured 

F1-score Strong Balanced performance expected 

Error rate Low Few false matches expected 

 

Interpreting these expectations in light of the wider literature on threat intelligence mining (Sun et al., 2023) situates the contribution within an 

ongoing shift from exact, syntactic matching toward meaning-aware processing of shared observations. Earlier consolidation practice leaned 

heavily on canonicalization of structured fields and on string equality, approaches that are precise where indicators are already normalized but 

brittle where the same observation is expressed in divergent natural language, as is common when reports originate from many independent 

producers (Atakpa et al., 2023). The embedding-based method addresses precisely this gap, recovering equivalences that syntactic methods cannot 

see, and the design implies that the additional recall it provides should come at a controllable and transparent cost in precision, a proposition the 

evaluation protocol is intended to test. This does not render syntactic methods obsolete; rather, the two are complementary, with exact matching 

handling the unambiguous majority efficiently and semantic matching reserved for the harder residue where wording diverges. A layered 

deployment that applies cheap exact matching first and reserves embedding comparison for the remainder captures most of the benefit while 

limiting the computational expense of encoding and indexing. The design also implies that no single operating point is universal, since the 

appropriate balance between aggressive consolidation and conservative preservation depends on how the downstream feed is consumed and on 

the tolerance of analysts for reviewing borderline merges. 
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A further point of discussion concerns the interaction between encoder quality and clustering behaviour. Where the embedding space separates 

meanings cleanly, the clustering stage inherits well-conditioned neighbourhoods and produces stable, interpretable groups with little sensitivity to 

its own parameters; where the embedding space is poorly conditioned, no amount of clustering ingenuity fully compensates, and the partition 

becomes brittle. This observation reinforces the design decision to treat the encoder as the primary lever of quality and the index and clustering 

algorithm as instruments of scale and organization rather than of semantic judgement. It also implies that improvements in general-purpose 

sentence representation will propagate directly into de-duplication quality without any change to the surrounding pipeline, an attractive property 

for a system expected to remain in service across successive generations of language models. Finally, the discussion notes that any reference labels 

against which the method is eventually scored will themselves be imperfect, since human annotators disagree at the margins about whether two 

closely related indicators constitute the same observation. Measured accuracy will therefore be bounded above by the ceiling that annotation 

agreement imposes, and reporting that ceiling alongside the headline metrics is a requirement of the protocol rather than an optional refinement, 

since without it a reader cannot tell whether a shortfall reflects a weakness of the representation or the irreducible ambiguity of the task. 

 

VII. OPERATIONAL BENEFITS AND TRADE-OFFS 

The operational case for semantic de-duplication rests on the disproportionate cost that redundant indicators impose on downstream consumers. 

When the same observation is delivered many times in slightly different wording, each restatement consumes analyst attention, inflates alert 

volumes, and dilutes the confidence signals that automated scoring relies upon, because independent corroboration cannot be distinguished from 

mechanical repetition. By collapsing reworded restatements into a single record while accumulating their provenance, the method restores the 

meaning of corroboration: a consolidated indicator sighted by several independent sources genuinely reflects multiple observations rather than one 

observation echoed through many channels. This clarification improves prioritization, since analysts can trust that a highly corroborated record 

warrants attention, and it reduces fatigue by shrinking the queue of nominally distinct items that must be triaged (Akin-Oluyomi, Atima, et al., 

2023; Akinleye & Adeyoyin, 2022a). Storage and transmission costs fall in proportion to the redundancy removed, which matters for organizations 

that retain long histories of shared feeds or that redistribute intelligence to many partners (Akin-Oluyomi, Atima, & Akinleye, 2023a; Lawal & 

Oduleye, 2021a). The reversibility of merges preserves the analyst's ability to audit and, where necessary, override the system, so the efficiency 

gains do not come at the price of opacity. Taken together, these benefits shift the analyst's effort away from the mechanical reconciliation of 

duplicate wording and toward the interpretive work that automated systems cannot perform, which is the outcome a threat intelligence programme 

ultimately seeks (Lawal & Oduleye, 2021b, 2023a). 

These benefits are not free, and a candid account of the trade-offs is essential for responsible deployment. The most consequential trade-off is the 

risk of erroneous merges, in which two indicators that appear equivalent in language but differ in an operationally decisive particular are collapsed, 

potentially suppressing a distinct threat. This risk is governed by the similarity threshold and can be reduced by choosing a conservative operating 

point, but conservatism in turn sacrifices some of the redundancy reduction that motivates the method, so the two objectives cannot be maximized 

simultaneously. A second trade-off is computational: encoding every indicator and maintaining an approximate index consume resources that 

exact string matching does not, and while the layered deployment discussed earlier limits this cost, it does not eliminate it (Asiedu & Quainoo, 

2024; Quainoo et al., 2025a). A third concerns dependence on the encoder, whose behaviour on out-of-distribution or adversarially crafted text is 

harder to predict than the deterministic behaviour of exact matching, introducing a model-driven failure mode that operators must monitor. Finally, 

the audit trail and reversible merges that mitigate these risks themselves add complexity to the data model and to the interfaces analysts use, which 

imposes a training and maintenance burden. A mature deployment weighs these costs against the analyst time reclaimed and the clarity restored 

to corroboration, and in high-volume settings dominated by reworded duplicates the balance typically favours adoption (Amayo et al., 2024a, 

2025b). 

 

VIII. LIMITATIONS AND THREATS TO VALIDITY 

Several limitations bound the claims advanced in this work. The most consequential limitation is that the method has not been evaluated 

empirically: this paper reports a design and an evaluation protocol, not results, and every statement about how the method will perform is a 

prediction that remains untested. The protocol itself relies on reference labels whose construction embeds human judgements about equivalence 

that are contested at the margins, and because those judgements set the ceiling on measurable accuracy, any figures it eventually produces will 

reflect agreement with a particular annotation policy rather than access to ground truth in any absolute sense (Akomolafe & Agu, 2019a; Fobellah, 

2025a). Generality is bounded in a second way: even once measured, results would characterize only the corpora examined and the encoders tested, 

and while the qualitative trends might be expected to transfer, the precise position of the operating point and the magnitude of the redundancy 

reduction will vary with the composition of a given feed. The method also inherits whatever biases and blind spots reside in the pretrained encoder, 

so systematic weaknesses of the underlying language model, such as insensitivity to particular technical distinctions or uneven coverage of non-

English reporting, propagate into de-duplication decisions in ways that may be difficult to detect without targeted auditing (Akomolafe & Agu, 

2019b; Orise & Niniola, 2023). In addition, the approximate nearest-neighbour search that makes the approach scalable sacrifices a small and 

usually acceptable amount of recall, but this sacrifice is not uniformly distributed and may fall disproportionately on rare or unusually phrased 

indicators, which are often the most operationally interesting. These limitations do not undermine the central argument, yet they define the 

conditions under which its conclusions should be trusted (Akomolafe & Agu, 2019c). 

Threats to validity span the construct, internal, and external dimensions. As a construct threat, the framing of de-duplication as a detection problem 

assumes that equivalence is a binary property, whereas in practice indicators occupy a continuum of relatedness on which the boundary between 

the same observation and a closely related one is genuinely ambiguous, so any single threshold imposes a sharper distinction than the phenomenon 

supports. As an internal threat, the tuning of the similarity threshold and clustering parameters against the same corpus used for evaluation risks 

overstating performance, a risk mitigated but not wholly eliminated by held-out labels and resampling (Akomolafe et al., 2023a, 2023b). As an 

external threat, the distribution of shared indicators shifts over time as adversary tradecraft and reporting conventions evolve, so an operating point 
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calibrated today may drift out of alignment, requiring periodic recalibration and continued monitoring of merge quality in production (Afrihyia, 

Ojukwu, & Akinse, 2024). A further threat arises from adversarial manipulation: an actor aware that consolidation is in use might deliberately 

craft reports that either evade merging, to amplify apparent volume, or provoke false merges, to suppress a genuine indicator, and the method's 

resilience to such manipulation has been probed only in limited fashion. Acknowledging these threats frames the present contribution as a 

substantiated but bounded step, one whose reliability depends on ongoing evaluation rather than on a one-time validation, and whose deployment 

should be accompanied by the auditing mechanisms described earlier. 

 

IX. DEPLOYMENT AND INTEGRATION CONSIDERATIONS 

A production deployment gains most by arranging its matching logic in layers, so that inexpensive tests dispose of the easy majority before costly 

semantic comparison is invoked. The first layer applies exact and lexical blocking in the tradition of established record-linkage practice (Christen, 

2012; Elmagarmid et al., 2007), using canonicalized fields, token-based keys, and locality-sensitive fingerprints (Broder, 1997; Charikar, 2002) to 

group indicators that are trivially identical or that share enough surface structure to be plausible duplicates. Edit-distance and token-overlap 

measures (Cohen et al., 2003; Gomaa & Fahmy, 2013; Levenshtein, 1966) further prune obvious matches at negligible cost, leaving only a residual 

of indicators whose equivalence turns on wording rather than form. Embedding comparison (Reimers & Gurevych, 2019) is reserved for this 

residual, which is where meaning-aware retrieval earns its expense. Such a layered design integrates cleanly with existing sharing platforms and 

feeds (Skopik et al., 2016; Tounsi & Rais, 2018), because the blocking stage can be expressed in the structured vocabulary those platforms already 

emit, while the semantic stage attaches as an enrichment step that annotates candidate merges rather than rewriting the exchange format. Vector-

space and term-weighting foundations (Manning et al., 2008; Salton & Buckley, 1988) underpin both layers, giving operators a familiar conceptual 

bridge from the lexical filters they already run to the embedding-based comparison introduced here. The result is a pipeline whose cost scales with 

genuine ambiguity rather than raw volume, and that slots into automated ingestion without displacing incumbent tooling. 

Because shared indicators arrive continuously rather than in a single batch, the index and clustering stages must operate incrementally if 

consolidation is to keep pace with ingestion. An approximate nearest-neighbour index (Johnson et al., 2021) supports insertion of new vectors 

without rebuilding from scratch, and graph-based structures (Malkov & Yashunin, 2020) admit online addition of nodes while preserving the 

navigable connectivity that keeps query latency low as the corpus grows. Clustering is likewise recast as an incremental operation: rather than 

repartitioning the entire corpus on each arrival, the method evaluates a newcomer against its retrieved neighbourhood and either attaches it to an 

existing density-connected cluster (Ester et al., 1996) or opens a new candidate group, with periodic consolidation sweeps that apply the 

hierarchical, stability-aware refinement (McInnes et al., 2017) to regions that have accumulated churn. Memory is bounded through disciplined 

index maintenance, including eviction or cold-storage of vectors for indicators whose temporal relevance has lapsed and compaction of clusters 

into their canonical representatives once corroboration has stabilized. This retirement policy prevents unbounded growth while retaining the audit 

records needed to justify past merges. Throughput therefore remains a function of the arrival rate and the size of retrieved neighbourhoods rather 

than of the full historical corpus, which is what allows the approach to run as a standing service (Aggarwal & Zhai, 2012) rather than as an offline 

reprocessing job periodically rerun over an ever-larger archive. 

Consolidation that alters what analysts see must be governed as carefully as it is engineered, since an unaccountable merge is indistinguishable 

from lost intelligence. Every merge decision is therefore written to an audit trail that records the surviving representative, each absorbed member, 

the similarity scores that linked them, and the operating threshold in force at the time, so that any consolidation can later be explained and, if 

mistaken, reversed without data loss. Provenance is accumulated rather than overwritten: the union of contributing sources is retained on the 

canonical record, and confidence is combined so that genuinely independent sightings raise assessed reliability while mere echoes of a single 

origin do not, a distinction that matters when downstream scoring treats corroboration as evidence (Sauerwein et al., 2017; Wagner et al., 2016). 

Borderline cases near the decision boundary are routed to human-in-the-loop review, framed as a detection judgement (Green & Swets, 1966) in 

which an analyst adjudicates whether two closely related indicators describe the same observation, and their verdicts are captured as feedback that 

can inform subsequent recalibration. This governance layer aligns with the accountability expectations of collaborative sharing arrangements (Sun 

et al., 2023; Wagner et al., 2019), where partners must be able to trace how a redistributed record was assembled. Reversibility and transparent 

provenance thus convert automated de-duplication from an opaque compression step into an auditable enrichment that preserves, rather than 

discards, the evidentiary structure of the original reports. 

A deployed encoder is not a fixed instrument, and its behaviour must be monitored over time lest silent drift erode consolidation quality. The 

distribution of reported indicators shifts as adversary tradecraft and reporting conventions evolve, so the embedding model (Cer et al., 2018; Devlin 

et al., 2019) may gradually encounter language it represents less faithfully, and the similarity distribution on which the threshold was calibrated 

may migrate beneath it. The method therefore tracks the score distribution of accepted and rejected matches and treats a sustained shift as a signal 

to recalibrate the operating point, drawing on the information-theoretic framing (Shannon, 1948) to detect when the separation between duplicate 

and non-duplicate populations has degraded. Periodic re-evaluation against refreshed reference labels guards against the internal-validity hazard 

of a threshold tuned once and trusted indefinitely. Resilience to adversarial poisoning demands additional vigilance, because an actor aware that 

semantic consolidation is in use may craft reports designed to provoke false merges that suppress a genuine indicator, or to evade merging and 

inflate apparent volume; contrastive and self-supervised training regimes (Gao et al., 2021) harden the embedding space somewhat, but they do 

not eliminate the risk. Rate-limiting the influence any single source can exert on a cluster, quarantining anomalous submissions for review, and 

cross-checking merges against independent provenance (Sarker et al., 2020; Sauerwein et al., 2017) together bound the damage a poisoned feed 

can inflict while preserving the throughput benefits the pipeline exists to deliver. 

 

X. AN ILLUSTRATIVE OPERATIONAL SCENARIO 

Consider a phishing campaign that leans on a small cluster of registration and delivery infrastructure, observed independently by several partners 

in a sharing community over the course of a week. One partner reports the campaign as a credential-harvesting lure impersonating a payroll portal 
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and lists the sending domain and a landing-page path; a second describes the same activity as a fake human-resources notification and records the 

identical domain under a different casing alongside a redirect host; a third submits an incident narrative in another language that names the artifacts 

only within prose, without populating the structured fields the platform expects. To a purely exact matcher, and even to a lexical blocker relying 

on token overlap (Broder, 1997; Cohen et al., 2003), these three submissions fragment into distinct records, because the decisive descriptive content 

differs in wording, language, and field placement even though it refers to one operation. Fingerprinting and edit-distance heuristics (Charikar, 

2002; Levenshtein, 1966) recover the trivially shared strings, such as the common domain, but they cannot reconcile the divergent narratives or 

infer that the payroll and human-resources framings denote the same lure. The exchange therefore accumulates three nominally independent entries 

whose relationship is invisible to any consumer scanning by exact value, and the campaign's true footprint is understated precisely because its 

reporting is linguistically heterogeneous rather than because the underlying evidence is thin (Skopik et al., 2016; Tounsi & Rais, 2018). 

The semantic pipeline resolves the fragmentation by working from meaning rather than form. Each submission, together with its surrounding 

narrative, is encoded into a dense vector by a fine-tuned sentence encoder (Reimers & Gurevych, 2019) whose contextual, attention-based 

representation (Vaswani et al., 2017) maps the payroll lure, the human-resources notification, and the foreign-language incident description into 

neighbouring regions of the embedding space despite their surface divergence, in a way that static term or word-vector representations (Mikolov 

et al., 2013; Pennington et al., 2014; Salton & Buckley, 1988) would struggle to achieve. Approximate nearest-neighbour retrieval (Johnson et al., 

2021; Malkov & Yashunin, 2020) surfaces the three vectors as mutual candidates within a single retrieved neighbourhood, and exact cosine 

similarity computed over that short list places every pair above the calibrated threshold. Density-based clustering (Ester et al., 1996; McInnes et 

al., 2017) then binds them into one group, because they occupy a dense, well-connected region, while a superficially similar but genuinely distinct 

campaign that merely shares generic phishing vocabulary falls below the density criterion and is correctly left apart. Representative selection 

promotes the richest of the three records to canonical status, and merging folds the others into it, taking the union of the domain, redirect host, and 

landing path while reconciling the casing discrepancy. The three fragments thus become one authoritative record whose descriptive content is 

more complete than any single partner submitted, without any of the original observations being discarded (Aggarwal & Zhai, 2012). 

The consolidated record changes how the campaign is prioritized. Where the exchange previously held three low-confidence entries, each 

appearing to rest on a single source, it now holds one record carrying three independent provenances, and the confidence accounting combines 

them so that the corroboration count reflects genuine multi-party observation rather than mechanical repetition (Sauerwein et al., 2017; Wagner et 

al., 2016). A defender triaging the feed sees a single, strongly corroborated indicator that spans two framings and a foreign-language report, which 

elevates it above the noise of uncorroborated singletons and justifies faster action against the shared infrastructure. The full temporal envelope, 

assembled from the earliest and latest sightings across the three submissions, reveals that the campaign persisted longer than any lone report 

implied, informing decisions about whether the infrastructure is still live. Because the merge is recorded in the audit trail with reversibility 

preserved, an analyst who later suspects that one submission actually described a distinct operation can split it out without disturbing the rest, and 

the treatment of borderline links as detection judgements (Green & Swets, 1966) ensures such cases receive human scrutiny rather than silent 

automation. The scenario thus illustrates the central claim in concrete terms: semantic consolidation recovers a campaign's true footprint from 

linguistically scattered reports, sharpening corroboration and provenance in exactly the way collaborative threat sharing depends upon (Sun et al., 

2023; Wagner et al., 2019). 

 

XI. CONCLUSION AND FUTURE WORK 

This work has argued that the redundancy pervading shared cyber threat indicators is fundamentally a semantic phenomenon and therefore demands 

a semantic remedy. By encoding indicators and their descriptive context into a meaning-aware vector space, comparing them under a calibrated 

similarity threshold, grouping near-duplicates through density-based clustering, and merging each group into a reversible canonical record, the 

proposed method recovers equivalences that syntactic matching cannot perceive while preserving the provenance, confidence, and temporal 

evidence that make consolidated records trustworthy. The evaluation framed merge decisions as a detection problem and redundancy reduction as 

an information-theoretic gain, yielding a characterization that separates the intrinsic discriminability of the embedding space from the operating 

point an organization elects to adopt. The design is expected to exhibit a broad and stable region of favourable operation, a graceful scaling of 

retrieval cost through approximate indexing, and failure modes that remain visible and recoverable through the audit trail. These are predictions 

rather than findings: no experiment has been conducted, and executing the protocol of Section V.E is the necessary next step before any 

performance claim can be sustained. Equally important, the analysis has been candid about the costs of the approach, including the risk of erroneous 

merges, the computational overhead of encoding and indexing, the dependence on encoder quality, and the ambiguity inherent in the notion of 

equivalence itself. The central conclusion is that semantic consolidation is a practical and beneficial complement to, rather than a replacement for, 

established syntactic methods, most valuable precisely where wording diverges and syntactic matching fails (Akintola et al., 2025; Lawal & 

Oduleye, 2023b). 

Several directions promise to extend and strengthen the approach. Encoders specialized to the language of threat reporting, adapted through 

continued pretraining on security corpora, are likely to sharpen the separation between genuinely distinct indicators and mere paraphrases, 

propagating directly into de-duplication quality without altering the surrounding pipeline (Onwubuya et al., 2026). Incremental and streaming 

variants of the index and clustering stages would allow consolidation to run continuously as indicators arrive, replacing periodic batch reprocessing 

and reducing the latency between observation and canonicalization (Orise & Niniola, 2026). Adaptive thresholding that responds to the local 

density of the embedding space, rather than applying a single global cutoff, could better accommodate the continuum of relatedness that a binary 

decision oversimplifies, and human-in-the-loop feedback on borderline merges could refine the operating point over time (Afrihyia et al., 2023). 

Systematic study of adversarial robustness deserves priority, since actors aware of consolidation have incentives both to evade merging and to 

provoke it, and defences against such manipulation remain underexplored. Finally, integrating semantic consolidation with structured reasoning 

over indicator relationships, so that merged records feed richer models of campaigns and infrastructure, would extend the value of de-duplication 

from housekeeping toward analysis (Lawal & Oduleye, 2026). Pursuing these directions, once the evaluation protocol has been executed, would 
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move the approach from a design proposal toward a hardened operational capability, one capable of keeping pace with the growing volume and 

linguistic diversity of shared cyber threat intelligence while sustaining the transparency that analysts require. 
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